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SUBJECT: USCYBERCOM TASKORD 13-0747. ESTABLISHMENT AND PRESENTATION 
OF CYBER MISSION FORCE (QiF) TEAMS IN FISCAL YEAR (FY) 2014 

MSGID/ORDER/USCYBERCOM/13-0747/ESTABLISHMENT AND PRESENTATION OF 
CYBER MISSION FORCE (QiF) TEAMS IN FISCAL YEAR (FY) 2014/(U)// 

REF/A/DOC/DMAG DECISION-COAlB FULL GROWTH/(S//REL TO USA, 
FVEY)/11DEC2012// 

REF/8/DOC/USCYBERCOM CYBER FORCE CONCEPT OF OPERATIONS & EMPLOYMENT 
(CFCOE) V3.0/(S//REL TO USA, FVEY)/04MAR2013// 

REF/C/EXORD/CJCS EXECUTE ORDER TO IMPLEMENT CYBERSPACE OPERATIONS 
COMMAND AND CONTROL (C2 ) FRAMEWORK/(S//REL TO USA , 
FVEY)/212105ZJUN13// 

REF/D/TASKORD/USCYBERCOM ESTABLISHMENT AND PRESENTATION OF CYBER 
MISSION FORCE (QiF) TEAMS IN FISCAL YEAR (FY) 2013/ (S/ /REL TO USA, 
FVEY)/060852ZMAR13// 

REF/E/MEMO/DCOMUSCYBERCOM MEMORANDUM FOR SERVICE CYBER COMPONENT 
COMMANDERS ESTABLISHING INITIAL OPERATIONAL CAPABILITY (IOC) 
DESIGNATION OF JOINT FORCE HEADQUARTERS - CYBER 
(JFHQ-C)/(U//FOU0)/30SEP13// 

REF/F/DOC/USCYBERCOM CRYPTOLOGIC INTELLIGENCE OVERSIGHT 
IMPLEMENTATION PLAN/(S//REL TO USA , FVEY)/13JUN13// 

ORDTYPE/TASKORD/USCYBERCOM// 

TIMEZONE/Z/ / 

NARR/(U//~) THIS ORDER TASKS SERVICE COMPONENTS TO EXECUTE 
BUILDING OF QiF TEAMS IN FY14// 

GENTEXT/SITUATION/1. 
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l.A. (S//REL ~O USA, f¥6¥.) USCYBERCOM HAS THREE MISSION AREAS: 1) 
DEFEND THE NATION; 2) SECURE, OPERATE, AND DEFEND DOD INFORMATION 
NETWORKS (DODIN) ; 3 ) SUPPORT TO COMBATANT COMMANDS. THE CHAIRMAN OF 
THE JOINT CHIEFS OF STAFF HAS VALIDATED CREATION OF THE CYBER MISSION 
FORCE (01F)- -CONSISTING OF NATIONAL MISSION TEAMS (NMT) , COMBAT 
MISSION TEAMS (CMT) , ASSOCIATED NMT AND CMT DIRECT SUPPORT TEAMS 
(NST, CST), AND CYBER PROTECTION TEAMS (CPT). THE JOINT STAFF , ARMED 
SERVICES, AND USCYBERCOM ARE WORKING TO RESOURCE AND BUILD THESE 
FORCES RAPIDLY TO MITIGATE OPERATIONAL RISK IAW DMAG APPROVED BUILD 
PLAN, REF A. 

1.B. (S //REL ~O USA, f¥6¥.) ADVERSARY FORCES. WORLDWIDE THREATS, 
RANGING FROM CRIMINAL ELEMENTS TO NATION-STATES SEEK PERSISTENT 
ACCESS TO DOD INFORMATION SYSTEMS AND UNITED STATES CRITICAL 
INFRASTRUCTURE AND KEY RESOURCES (CIKR) FOR MILITARY , POLITICAL OR 
ECONOMIC ADVANTAGE. 

l.C. (U//~) FRIENDLY FORCES. CYBER MISSION FORCES. 

l.C.l . (U//~) NMTS AND ASSOCIATED NSTS. SEE REF B. 

1. C. 2. (U/ /~) CMTS AND ASSOCIATED CSTS. SEE REF B. 

l.C . 3. (U//~) CPTS. SEE REF B.// 

GENTEXT/MISSION/2 . 

2.A. (U//~) USCYBERCOM SERVICE COMPONENTS WORKING WITH USCYBERCOM 
AND THEIR SERVICE HEADQUARTERS SUPPORT FORCE GENERATION TASKS 
OUTLINED IN REF A TO ESTABLISH, ORGANIZE, MAN, TRAIN, AND EQUIP CYBER 
MISSION FORCE TEAMS IN FY14 IN ORDER TO DEFEND THE NATION; TO SECURE, 
OPERATE AND DEFEND DOD INFORMATION NETWORKS; AND TO PROVIDE SUPPORT 
TO COMBATANT COMMANDS.// 

GENTEXT/EXECUTION/3. 

3.A. (U) CONCEPT OF OPERATIONS. 

3.A.l. (U) COMMANDER'S INTENT. 

3 .A.1.A. (S//REL ~o us.11,, F','E'i) PURPOSE. GIVEN THE INCREASING THREATS 
TO OUR NATION'S CRITICAL INFRASTRUCTURE AND DOD NETWORKS, IT IS 
IMPERATIVE THAT WE ESTABLISH, TRAIN, AND EMPLOY EQUIPPED CYBER 
MISSION FORCES AS EXPEDITIOUSLY AS POSSIBLE. WE MUST GET THESE 
FORCES IN POSITION NOW-- PREPARED TO DEFEND THE NATION, TO PROVIDE 
SUPPORT TO COMBATANT COMMANDERS, AND TO ACTIVELY DEFEND KEY TERRAIN 
AND CRITICAL NETWORKS. THESE ARE COMBAT UNIT FORMATIONS, ORGANIZED 
FOR AND FULLY COMMITTED TO, OFFENSIVE AND DEFENSIVE CYBERSPACE 
OPERATIONS. 

3.A.l.B. (S//REL ~O US.11., F'.iE'i) METHOD. WE WILL CONTINUE TO EXPAND 
OPERATIONAL CAPABILITY IN FY14 BY BUILDING COMBAT-READY CYBERSPACE 
OPERATIONS TEAMS, POSITIONED IN THE BEST LOCATIONS FOR MISSION 
SUCCESS, AND WITH A COMMAND AND CONTROL STRUCTURE IN PLACE TO 
SUCCESSFULLY DIRECT OPERATIONS. EACH SUBSEQUENT YEAR THROUGH FY16, WE 
WILL BUILD ADDITIONAL TEAMS UNTIL THE BUILD IS COMPLETE . THROUGHOUT 
THIS BUILD-OUT, SERVICE COMPONENT COMMANDERS WILL CREATIVELY AND 
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AGGRESSIVELY ESTABLISH THE MAXIMUM OPERATIONAL CAPABILITY WHILE 
EMPLOYING EXISTING OPERATIONAL NETWORKS AND PLATFORMS. WE WILL 
MAXIMIZE OUR OPERATIONAL RELATIONSHIP WITH THE NATIONAL SECURITY 

. AGENCY (NSA) TO MAINTAIN THE GREATEST LEVEL OF CAPABILITY DURING THE 
FY14 FORCE BUILD AND TO SET CONDITIONS FOR A SUCCESSFUL BUILD-OUT OF 
FORCES THROUGH FY16 PER REF A (FORCE PRESENTATION MODEL:. COMMANDERS 
ARE ALSO EXPECTED TO AGGRESSIVELY I {b){1) Sec. 1.4_a) I 
I (b){1) Sec. 1.4{a) I AND TO TAKE MAXIMUM ADVANTAGE OF AVAILABLE TRAINING 
RESOURCES. WHILE THE INITIAL FOCUS IS ON ESTABLISHING COMBAT READY 
TEAMS QUICKLY AND EFFICIENTLY, WE WILL KEEP THE END -STATE FORCE MODEL 
IN MIND AND INCREMENTALLY INCREASE OUR FORCES ANNUALLY IN A WAY THAT 
ENHANCES CONTINUED ACTIONS IN FYlS-16. SERVICE COMPONENTS WILL 
CONDUCT CONTINUOUS AND CLOSE COORDINATION WITH THEIR SERVICE 
HEADQUARTERS AND ALL USCYBERCOM DIRECTORATES THROUGHOUT THE BUILD 
PROCESS. 

3.A.l.C. (U//~) END STATE. FY14 TEAMS SCHEDULED TO BE BUILT IAW 
REF A ACHIEVE FULL OPERATIONAL CAPABILITY BY THE END OF THE FY. 

3 .A. 2. (U) KEY TASKS. 

3.A.2.A. (U//~) NLT THE END OF FY14, USCYBERCOM SERVICE 
COMPONENTS WORKING WITH USCYBERCOM AND THEIR SERVICE HEADQUARTERS: 

3.A.2.B. (U//~) ORGANIZE, TRAIN, AND EQUIP !{b)(1)Sec.1 .7(e~ CMF TEAMS TO 
FULL OPERATIONAL CAPABILITY (FOC) IN FY14. 

3 .A. 2.C. (U//~) ESTABLISH JFHQ-C AT FOC LOCATED AT THE FOLLOWING 
CRYPTOLOGIC CENTERS; NSAW, NSAG, AND NSAT, TO PROVIDE COMMAND AND 
CONTROL OVER ALIGNED FY13 AND FY14 CMT/CST. 

3.B. (U) TASKS. 

3.B.1. (U) USCYBERCOM . 

3.B.1.A. (U//~) J2 IN COORDINATION WITH (ICW) J3 AND THE CYBER 
NATIONAL MISSION FORCE HEADQUARTERS (CNMF-HQ) DETERMINE THROUGH 
MISSION ANALYSIS A PRIORITIZED LIST OF INTELLIGENCE TARGETS FOR 
ALIGNMENT TO NMT. 

3.B .l.B. (U//~) J2 LEADS ONGOING COLLABORATION EFFORTS WITH THE 
NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE (NSA/CSS) REGARDING 
DELEGATED SIGINT AUTHORITY FOR THE CYBER MISSION FORCE. 

3.B.1.C. (U//~) CFIST ICW SERVICE COMPONENTS COORDINATE JFHQ-C FOC 
CRITERIA, EVALUATE DRAFT JFHQ-C CONOPS, AND PROVIDE SUPPORT TO JOINT 
STAFF-LED WORKING GROUPS. 

3.B.1.D. (U//~) IAW REF C REQUIREMENT TO COORDINATE JFHQ-C SUPPORT 
FUNCTION, J4 ICW NSA/CSS I&L, OPR SPACE MANAGERS AND WITH INPUT FROM 
NSA AND USCYBERCOM MISSION PERSONNEL DETERMINE VIABLE SOLUTIONS FOR 
FACILITIES AND SEATING FOR FY14 TEAMS AND JFHQ-C PLANNED TO RESIDE AT 
THE FOUR MAIN NSA CRYPTOLOGIC CENTERS (NSAW, NSAG , NSAT , NSAH) BY 31 
OCTOBER 2013. 

3.B.1.E . (U//~) J6 ICW NSA/CSS TECHNOLOGY DIRECTORATE (TD), 
TAILORED ACCESS OPERATIONS (TAO), AND INFORMATION ASSURANCE 
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DIRECTORATE (IAD) DETERMINE VIABLE SOLUTIONS FOR INFORMATION 
TECHNOLOGY INFRASTRUCTURE (ITI) SHORTFALLS FOR FY14 TEAMS PLANNED TO 
RESIDE AT THE FOUR MAIN NSA CRYPTOLOGIC ENTERPRISE LOCATIONS BY 31 
DECEMBER 2013. 

3.B.l.F. (U//~) J7 ICW NSA/CSS AND SERVICE COMPONENTS DETERMINE 
VIABLE SOLUTIONS FOR TRAINING SHORTFALLS FOR FY14 TEAMS PLANNED TO 
RESIDE AT THE FOUR MAIN CRYPTOLOGIC CENTERS BY 31 OCTOBER 2013. 

3.B.2. (U) ALL SERVICE COMPONENTS. 

3 . B.2.A. (U//~) CONDUCT ANALYSIS TO DETERMINE POTENTIAL MANNING 
IMPACTS TO EXISTING NETWORK OPERATIONS AND SECURITY CENTERS (NOSC) 
AND COMPUTER NETWORK DEFENSE SERVICE PROVIDER (CNDSP) OPERATIONS 
CENTERS AND REPORT RESULTING EFFECT ON FY14 FORCE GENERATION IAW 
SECTION 3 .C. 3. 

3.B.2.B. (U//~) ASSIST USCYBERCOM BY COORDINATING WITH SUPPORTED 
COMBATANT COMMANDS TO DETERMINE Cl1T MISSION ALIGNMENT AND OPTIMAL 
LOCATION OF COMBATANT COMMAND CYBER PROTECTION TEAMS. 

3.B.2.C. (U//~) ASSIST USCYBERCOM J4 WITH COORDINATION AT HOST NSA 
CRYPTOLOGIC CENTERS TO DETERMINE WORKSPACE AND EQUIPMENT REQUIREMENTS 
FOR EACH TEAM; CONDUCT ANALYSIS OF AVAILABLE RESOURCES AND IDENTIFY 
GAPS TO USCYBERCOM J4. 

3.B.2.D. (U//~) IN ACCORDANCE WITH USCYBERCOM COMMAND POLICY 
MEMORANDUM 2013-01 AND THE OVERALL MEMORANDUM OF UNDERSTANDING 
BETWEEN NSA/CSS AND THE U.S. STRATEGIC COMMAND (USSTRATCOM) REGARDING 
SUPPORT TO U.S. CYBER COMMAND (USCYBERCOM), ALL USCYBERCOM AND 
SERVICE COMPONENT PERSONNEL WILL BE IN COMPLIANCE WITH APPLICABLE DOD 
AND NSA/CSS SECURITY POLICIES AND PROCEDURES. THE POLICIES AND 
PROCEDURES APPLY TO INITIAL AND CONTINUED ACCESS TO NSA/CSS 
INFORMATION , FACILITIES, SPACES AND/OR SYSTEMS. THESE INCLUDE, BUT 
ARE NOT LIMITED TO, THE FOLLOWING: VISITOR CONTROL PROCEDURES, 
UNOFFICIAL FOREIGN TRAVEL, SECURITY INCIDENT REPORTING, FOREIGN 
ASSOCIATION , INTELLIGENCE OVERSIGHT, AND ASSUMPTION OF RESPONSIBILITY 
AND ACCOUNTABILITY FOR ALL CLASSIFIED MATERIALS AND EQUIPMENT 
PROVIDED BY NSA/CSS. 

3.B.2.E. (S//REL ~O USA, F¥&¥-) IDENTIFY TO USCYBERCOM J39 SPECIAL 
TECHNICAL OPERATIONS (STO) AND SPECIAL ACCESS PROGRAMS (SAP) 
REQUIREMENTS. 

3.B.2.F. (U//~) PROVIDE UPDATES TO TEAM MISSION ALIGNMENT, 
APPROVED MISSION ESSENTIAL TASKS, IOC/FOC BUILD STATUS, AND READINESS 
ASSESSMENT DATA (PERSONNEL, TRAINING, COMBAT ESSENTIAL AND SUPPORT 
EQUIPMENT, AND CAPABILITY ASSESSMENT) TO USCYBERCOM ON THE SECOND AND 
FOURTH WEEK OF EACH MONTH. REPORT ON THE USCYBERCOM Jl CYBER MISSION 
FORCE SIPRNET INTELINK SHAREPOINT PORTAL: 
HTTP://INTELSHARE.INTELINK.SGOV.GOV/SITES/USCYBERCOM/Jl/SITEPAGES/HOM 
E.ASPX. 

3.B.2.G. (U//~) IDENTIFY INDIVIDUAL TRAINING REQUIREMENTS FOR TEAM 
MEMBERS AND PROSPECTIVE TEAM MEMBERS TO USCYBERCOM J7 . AFTER 
TRAINING REQUIREMENTS HAVE BEEN IDENTIFIED AND VALIDATED AT THE 
MONTHLY USCYBERCOM J7 Q1F TRAINING SUMMITS, THEY MAY BE SUBMITTED AS 
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FOLLOWS: FOR NATIONAL CRYPTOLOGIC SCHOOL (NCS) COURSES, SUBMIT 
TRAINING REQUIREMENTS VIA THE NSA/CSS ADET PORTAL. FOR NON-NCS 
COURSES, SUBMIT TRAINING REQUIREMENTS VIA EMAIL TO: 
01F_NON_NCS@NSA.IC.GOV. TRAINING PLANS AND STANDARDS ARE PROVIDED IN 
REF B (AS REVISED ) . 

3.B.2.H. (U//FeOO) COMPLETE THE BUILD OF THE 01F FY13 TEAMS TASKED IN 
REF D. 

3.B . 2.I. (U//FeOO) ESTABLISH JFHQ-C AT DESIGNATED CRYPTOLOGIC 
CENTERS. DECLARE roe AND REPORT ON ALIGNED CMT/CST READINESS AS 
REQUIRED PER TASK 3.B.2.F. PER REF E, roe DECLARATION CERTIFIES THE 
JFHQ-C CAN EXECUTE THE SIX MISSION ESSENTIAL TASKS AND ASSOCIATED 
MISSION CRITICAL FUNCTIONS AS WELL AS INTEGRATE WITH U.S. CYBER 
COMMAND OPERATIONAL PROCESSES. 

3. B. 3 . (U) ARMY CYBER COMMAND (ARCYBER) . 

3.B.3.A. (S//,L 'i'O Ufu11,, F\'EY) IN FY14, BUILD ! (b)(1)Sec.1.4(a) 
I (b)(1) Sec. 1.4(a) _ IN SUPPORT OF ( ISO) THE COMBAT SUPPORT MISSION AS 
FOLLOWS: 

3. B. 3 .A. l. (S//RSL 'i'O US."., F',<EY) I (b)(1) Sec. 1.4(a>i IN SUPPORT OF AFRICOM 
LOCATED AT NSAG. 

3. B. 3 .A. 2. (S//Fl:SL 'i'O USA, F','EY) I (b)(1) Sec. 1.4(a) I IN SUPPORT OF AFRICOM 
~LOCATED AT NSAG . 

3.B.3.B. (S//RSL 'i'O US.", , F','EY) IN FY14 , BUILD ! (b)(1)Sec.1.4(a) ! AS 
FOLLOWS: 

3.B.3.B.l. (S//RSL 'i'O US!, , F','EY) I (b)(1)Sec.1.4(a) I FOR THE SERVICE 
COMPONENT SUPPORT MISSIONS. 

3. B. 3. B. 2. (S//RSL 'i'O us.~ , F',<EY) rcw DISA, I (b)(1) Sec. 1.4(a) I FOR THE DOD IN 
SUPPORT MISSION ISO DISA EUROPE LOCATED AT STUTTGART, GERMANY. 

3.B.3.B.3. (S//RSL 'i'O US."., Fl,[£¥.) ! (b)(1)Sec. 1.4(a) ! ISO CENTCOM COMBAT 
SUPPORT MISSION . 

3 .B. 3 .B. 4. (S/,'RSL 'i'O USA , F',<EY) I (b)(1) Sec. 1.4(a) ! ISO AFRICOM COMBAT 
SUPPORT MISSION. 

3.B.3.B.5. (S//RSL 'i'O us.~ , F\'EY) ! Cb)(1)Sec. 1.4(a)! ISO EUCOM COMBAT SUPPORT 
MISSION. 

3.B.3.B.6. (S//RSL 'i'O US."., F\'EY) !(b)(1)Sec.1.4(a) ! ISO SOUTHCOM COMBAT 
SUPPORT MISSION . 

3 .B. 4. (U) FLEET CYBER COMMAND (FLTCYBER) . 

3.B.4.A. (S//Fl:SL 'i'O USA., F',<EY) IN FY14, BUILD ! (b)(1)Sec. 1.4(a) ! ISO 
i (b)(1) Sec. 1.4(a) I LOCATED AT NSAW. 

3.B.4.B. (S//RSL 'i'O USA., Fl,[£¥.) IN FY14, BUILD ! (b)(1) Sec. 1.4(a) 
~ISO COMBAT SUPPORT MISSIONS AS FOLLOWS: '--~~ .......... ........_~~-'--'-~~~ 
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3.B.4.B.l. (S//REL 'i'O USA, rn) l (b)(1)Sec. 1.4(a) ! ISO PACOM LOCATED AT 
NSAH. 

3 . B. 4 . B. i . ( j'' /REL 'i'O USA, rn) I (b)(1) Sec. 1.4(a) i IN DIRECT SUPPORT OF 
SOUTHCOM Sec. LOCATED INITIALLY AT NIOC PENSACOLA, FINAL LOCATION TO 
BE DETERMINED BY USCYBERCOM IN CONJUNCTION WITH FLTCYBER NLT END OF 
FY16. 

3.B.4.C. (U//~) IN FY14, BUILD ! (b)(1)Sec.1.7(e) ! AS FOLLOWS: 

3.B.4.C.l. (U//~) l (b)(1)Sec. 1.7(e) ! FOR THE SERVICE COMPONENT SUPPORT 
MISSION. 

3.B.4.C.2. (S//R£L 'i'O USA, rn) ICW DISA, l (b)(1)Sec. 1.4(a) ! FOR THE DODIN 
SUPPORT MISSION ISO DISA PACIFIC LOCATED IN HAWAII. 

3.B.4 . C.3. (SI/REL TO USA , rn) I (b)(1)Sec. 1.4(a) I ISO PACOM COMBAT 
SUPPORT MISSION. 

3 . B. 5 . (U) AIR FORCES CYBER COMMAND (AFCYBER) . 

3.B.5.A. (S//REL 'i'O USA , FVE¥-) IN FY14, BUILD ! (b)(1)Sec.1.4(a) I (b)(1) Sec. 1.4(a) i AS FOLLO,_W_S_:----'-''-'-'-c...:...:c..:..;_-'--'-:...:..._---' 

3.B.5.A.l. (S//REL 'fO USA , rn> I (b)(1) Sec. 1.4(a) 
NSAW. 

3.B.5 .A. 2. (S//REL 'fO US.'\ , F\tEY) I (b)(1) Sec. 1.4(a) .__ _ __.__....... __ __._,___ _ __,, LOCATED AT 
NSAW. 

3.B.5.B. (S//REL 'fO US,",, F¥E-¥-) IN FY14, BUILD ! (b)(1) Sec.1.4(a) 
I (b)(1) Sec. 1.4(a) I ISO COMBAT SUPPORT MISSIONS AS FOLLOWS: 

3.B.5.B.l. (S//REL 'fO USA , F".tEY) l (b)(1)Sec.1.4(a) ! ISO EUCOM LOCATED AT 
NSAT. 

3.B . 5.B . 2. (S//REL 'i'O US.1',, F".tE-Y-) l (b)(1)Sec. 1.4(a) ! IN DIRECT SUPPORT OF 
EUCOM~ LOCATED AT NSAT. 

3.B.5.B.3. (S//REL 'fO USA , F",E&Y-) l (b)(1)Sec.1.4(a) ! ISO PACOM LOCATED AT 
NSAH. 

3.B.5.C. (S//R:EL 'i'O USA , F".tE-Y-) IN FY14, BUILD ! (b)(1)Sec. 1.4(a) ! AS 
FOLLOWS: 

3. B. 5. C. 1. (S//REL TO USA , FVBY) l (b)(1) Sec. 1.4(a) I FOR THE SERVICE 
COMPONENT SUPPORT MISSION . 

3. B. 5. C. 2. (S//R:EL 'i'O USA , FVSY) ICW DISA, l (b)(1) Sec. 1.4(a) !FOR THE DOD IN 
SUPPORT MISSION ISO DISA CONUS AT SCOTT AIR FORCE BASE, ILLINOIS. 

3 .B. 5 .c. 3. (S//REL 'fO US.".. , F".tE-Y-) I (b)(1) Sec. 1.4(a) I ISO TRANSCOM COMBAT 
SUPPORT MISSION. 

3.B.5.C.4. (S//REL 'fO US."., FVS-¥-) l (b)(1)Sec. 1.4(a )i ISO STRATCOM COMBAT 
SUPPORT MISSION. 
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3.8.5.C.5. (S//REL 'PO USA, FYE-¥-) l (b)(1)Sec. 1.4(a>! ISO NORTHCOM COMBAT 
SUPPORT MISSION. 

3.B.6. (U) MARINE FORCES CYBER COMMAND (MARFORCYBER). 

3 .8. 6 . A. JU//~r IN FY14 , COMPLETE THE BUILD OF ! (b)(1)Sec. 1.7(e) !AND 
BUILD I (b)(1t Sec. 1.7(e) AND I (b)(1) Sec. 1.7(e) i IN SUPPORT OF THE COMBAT SUPPORT 
MISSION AS FOLLOWS: 

3 . 8.6.A.l. (S//REL 'PO USA , FYE-¥-) COMPLETE THE BUILD OF THE FY13 
PARTIAL BUILD OF j Sec. J IN DIRECT SUPPORT OF SOCOM AT NSAW. 

3 . B.6.A. 2. (S //RSL 'PO US.'\ , FYE-¥-) ! (b)(1)Sec. 1.4(a) ! IN SUPPORT OF USSOCOM 
LOCATED AT NSAW . 

3 . 8.6.A.3. (S//REL 'PO US.'\ , EVEY) !(b)(1)Sec. 1.4(a)! IN SUPPORT OF USSOCOM 
h Sec. 1!LOCATED AT NSAW. 

3.B . 6.B. CU//~) IN FY14 , BUILD ! (b)(1)Sec. 1.7(e) I AS FOLLOWS: 

3.B.6.8.1. (U//~) !(b)(1)Sec. 1.7(e)! FOR THE SERVICE COMPONENT SUPPORT 
MISSION. 

3.8.6.B.2. (S//RSL 'PO US.'\ , FYE-¥-) ! (b)(1)Sec. 1.4(a) ! ISO NATIONAL MISSION 
(DTN) LOCATED AT NSAW. 

3.8.7. (U) NATIONAL SECURITY AGENCY. 

3.B.7.A. (U//~) REQUEST NSA/CSS CONTINUE PLANNING TO SUPPORT CMF 
BUILD-OUT TO I NCLUDE DELEGATION OF SIGINT MISSION AUTHORITY TO 
APPROPRIATE CMF ELEMENTS IAW REF C. 

3.B.7.B. (U//~) REQUEST NSA/CSS COORDINATE WITH USCYBERCOM J4 TO 
DETERMINE VIABLE SOLUTIONS FOR FACILITIES AND SEATING FOR FY14 TEAMS 
AND JFHQ- C PLANNED TO LOCATE AT NSAW, NSAG, NSAT, AND NSAH. 

3.B.7.C. (U//~) REQUEST NSA/CSS COORDINATE WITH USCYBERCOM J6 TO 
DETERMINE VIABLE INTERIM AND LONG TERM SOLUTIONS FOR INFORMATION 
TECHNOLOGY SHORTFALLS FOR FY14 TEAMS PLANNED TO LOCATE AT NSAW, NSAG , 
NSAT, NSAH, AND OTHER PLANNED CPT LOCATIONS. 

3.B.8. (U) DEFENSE INFORMATION SYSTEMS AGENCY (DISA). 

3 .B . 8 .A. (U//~) REQUEST DISA ESTABLISH JFHQ-DODIN. REVIEW REF 
E, IDENTIFY AND SUBMIT APPLICABLE IOC CRITERIA FOR JFHQ-DODIN TO 
USCYBERCOM J3. 

3.B.8.B. (U//~) REQUEST DISA/JFHQ-DODIN SUBMIT REPORT ON ALIGNED 
DODIN CPT PER TASK 3.8.2.F. 

3.8.8.C . (U//~) REQUEST DISA/JFHQ-DODIN CONDUCT MISSION PLANNING 
FOR JFHQ-DODIN CYBER PROTECTION TEAMS (CPTS ) UNDER THE C2 OF ITS 
DODIN REGIONAL COMMANDS. IDENTIFY JFHQ- DODIN CPT MISSION ALIGNMENT 
AND REPORT CPT READINESS TO USCYBERCOM J3 PER TASK 3.8.2.F. 

3.B.8.D. (U//~) REQUEST DISA/JFHQ-DODIN ASSIGN WORKSPACE TO 
MEET CPT REQUIREMENTS. ADDITIONALLY , DEVELOP MOAS WITH THE SERVICES 
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TO COVER THE COST OF CPT EMPLOYMENT. STATIONING CPTS AT EOCS WILL 
REDUCE THE TOY COSTS. TITLE 10 RESPONSIBILITY LIES WITH THE SERVICES 
TO ORGANIZE, TRAIN AND EQUIP THE CPTS IN PURSUIT OF THEIR MISSION. 

3.B.8.E. (U//~) REQUEST DISA/JFHQ-DODIN CONTINUE TO CONDUCT 
ANALYSIS TO DETERMINE INFRASTRUCTURE AND WORKSPACE REQUIREMENTS 
NECESSARY TO SUPPORT DODIN CPT MISSIONS. 

3.B.8.F. (U//~) REQUEST DISA/JFHQ-DODIN !CW USCYBERCOM AND NSA/CSS 
DEVELOP CPT TRAINING STANDARDS TO INCLUDE TEAM CERTIFICATION CRITERIA 
!AW USCYBERCOM AND NSA TRAINING STANDARDS. 

3.B.8.G. (U//~) REQUEST DISA/JFHQ-DODIN !CW USCYBERCOM AND SERVICE 
COMPONENTS CONTINUE WORK TO IMPLEMENT C2 RELATIONSHIPS FOR TACTICAL 
ACTIONS TO SECURE AND DEFEND THE DODIN. 

3.C. (U) COORDINATING INSTRUCTIONS. 

3.C.l. (U//~) SERVICE COMPONENTS ARE AUTHORIZED DIRLAUTH WITH 
SUPPORTED COMMANDS TO COORDINATE THE LOCATION AND POSITIONING OF CPTS 
FOR PLANNING PURPOSES. 

3.C.2. (U//~) SERVICE COMPONENTS ARE AUTHORIZED DIRLAUTH WITH 
NSA/CSS ADET FOR COORDINATION OF NSA-PROVIDED TRAINING. KEEP 
USCYBERCOM J7 INFORMED !AW 3. B.2.G. 

3.C.3. (U//~) ALL RESPONSES AND CHANGE REQUESTS, INCLUDING 
INABILITY TO REACH FOC, SHOULD BE IN MESSAGE FORMAT WITH SUPPORTING 
DOCUMENTATION ATTACHED AS REQUIRED. SEND TO CFIST POCS LISTED IN 
SECTION 5.C.l. 

3.C . 4. (U//~) ANY CHANGES TO THE ASSIGNED NUMBER OF TEAMS, TYPES 
OF TEAMS, MISSION, OR LOCATION MUST BE APPROVED BY CDRUSCYBERCOM. 

3.C.5. (S//R:EL YSA, FfEY) THE DMAG DECISION, CDRUSCYBERCOM INTENT, 

INSA/CSS RESOURCE PLANNING, ~,,::.:(.~2 ASSUMPTIONS ARE BASED UPON 

3.C.6. (U//~) SERVICE COMPONENTS WILL ORGANIZE AND EMPLOY CMF 
TEAMS IN CONFORMANCE WITH THE STANDARD CMF TEAM STRUCTURE AND 
OPERATIONAL EMPLOYMENT MODELS AS PROMULGATED IN REF B . 

3. C. 7. (S//R:EL 'l'O YS."., F'YB-¥-) SERVICE COMPONENT PERSONNEL CURRENTLY IN 
TRAINING TO I (bl(1l Sec. 1.4(al 

(b)(1) Sec. 1.4(a) 

(b)(1) Sec. 1.4(al I, THIS DOES NOT APPLY TO NORMAL SERVICE ROTATIONS 
!AW SERVICE ADMINISTRATIVE CONTROL (ADCON) OF PERSONNEL. 

3. C. 8. (S//R:EL 'l'O US.",, F'YB-¥-) SUBMIT PROPOSED ALIGNMENT OF THE CMF 
TEAMS TO SERVICE GLOBAL FORCE MANAGEMENT IMPLEMENTATION GUIDANCE 
· (GFMIG) ASSIGNED UNITS OR METHOD OF ASSIGNMENT OF CMF TEAMS TO ENSURE 
ALL TEAM MEMBERS ARE ASSIGNED TO USSTRATCOM/USCYBERCOM. SUBMIT TO 
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USCYBERCOM J37 GLOBAL FORCE MANAGEMENT (ATTN: I (b)(3) 130b !AT: 
!(b)(3)130b ~CYBERCOM . SMIL .MIL) NLT 31 OCTOBER 2013.// 

GENTEXT/ADMIN AND LOGISTICS/4. 

4 .A. (U//FGOO) USCYBERCOM J4 rs THE SINGLE POINT OF COORDINATION FOR 
Q1F FACILITIES BASED ON THE NSA CRYPTOLOGIC INFRASTRUCTURE. TEAM 
LEADS rcw ASSOCIATED HEADQUARTERS (NMF , JFHQ- C , DISA/ JFHQ-DODIN) ARE 
RESPONSIBLE TO NOTIFY J4 OF SPACE AND NSA CO-LOCATION REQUIREMENTS. 
J4 WILL AGGREGATE INITIAL FY14 SPACE AND NSA CO- LOCATION REQUIREMENTS 
BASED ON FY14 ROSTERS AND TEAM REQUIREMENTS AND PROVIDE TO NSA FOR 
SPACE REQUESTS . 

4.A. l . (U//FGOO) AFTER INITIAL REQUIREMENTS ARE PROVIDED TO NSA BY 
J4 , J4 WILL SUBMIT CONSOLIDATED SPACE REQUIREMENTS FOR SPACE AND NSA 
CO- LOCATION THROUGHOUT THE CRYPTOLOGIC CENTERS THROUGH A NSA STAFF 
PROCESSING FORM (SPF) TO AFFECTED NSA MISSION AREAS. THE REQUEST WILL 
INCLUDE DETAILED BREAKDOWNS OF EXPECTED Q1F IN FY14, INCLUDING ANY 
SPECIFIC SPACE REQUIREMENTS TO INCLUDE HOW MANY PERSONNEL ARE 
REQUIRED TO CO-LOCATE WITH EACH NSA MISSION AREA. 

4 . A.2. (U//FGOO) Q1F TEAMS AND JFHQ-C LOCATING TO THE NSA FACILITIES 
ARE REQUIRED TO COORDINATE WITH USCYBERCOM J4 TO ASSIST WITH THE 
ESTABLISHMENT OF ANY ISSA FOR REIMBURSABLE SUPPORT AND/OR A MOU/MOA 
FOR NON-REIMBURSABLE SUPPORT. 

4.A.3. (U//FGOO) PERMANENT STATIONING OF Q1F TEAMS AND JFHQ-C AT 
INSTALLATIONS (NSA CRYPTOLOGIC CENTERS AND MILITARY INSTALLATIONS) TO 
SUPPORT USCYBERCOM REQUIRES THE APPROPRIATE STATIONING DOCUMENTS BE 
SUBMITTED TO DOD. Q1F TEAMS PERMANENTLY STATIONED AT NSA CRYPTOLOGIC 
CENTERS THAT ARE ON MILITARY INSTALLATIONS MUST SUBMIT A STATIONING 
PACKET IN ACCORDANCE WITH AR 5-10 FOR FORT MEADE, MD; FORT GORDON , 
GA; AND SCHOFIELD BARRACKS, HI. Q1FS FOR THE NSA- TEXAS (NSAT) SITE 
REQUIRE STATIONING PACKAGES WITH THE U . S. AIR FORCE FOR LACKLAND AFB , 
SAN ANTONIO , TEXAS. STATIONING DOCUMENTS FOR CPTS THAT WILL BE 
POSITIONED AT OTHER LOCATIONS AS REQUIRED BY THE SUPPORTED COMMANDS 
WILL BE SUBMITTED AS APPROPRIATE TO DOD . 

4 . B. (U/ /WOO) roe AND FOC REQUIREMENTS . THE FOLLOWING REQUIREMENTS 
SUPERSEDE REQUIREMENTS SET FORTH IN SECTION 4. B. OF REF D. 

4.8.1 . (U//FGOO) roe. Q1F TEAMS WI LL BE DECLARED IOC BY SERVICE 
COMPONENT COMMANDS OR THE JOINT FORCE HEADQUARTERS UNDER WHICH THEY 
ARE ALI GNED WHEN EACH TEAM MEETS THE FOLLOWING CRITERIA: 

MUST BE FULLY TRAINED AND 
UALIFIED 

4. B. 1. B. (S//REL 'PO US.'\ , PfEY) TEAM MISSIONS IDENTIFIED. 

4.B.l.C . (U//FGOO) ALL AVAILABLE PERSONNEL HAVE BEEN PLACED IN 
WORK-ROLES AS SPECIFIED IN REF D AND MISSION ALIGNED WITH THE 
APPROPRIATE NSA OFFICE OF PRIMARY RESPONSIBILITY (OPR) IF APPLICABLE . 

4.B.l.D . (U/ /FGOO) TRAINING REQUIREMENTS HAVE BEEN INDENTI FIED FOR 

SECRET//REL TO US/\, PIE¥ 
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ALL AVAILABLE TEAM MEMBERS, PROVIDED TO HIGHER HQS AND USCYBERCOM J7. 

4 .8.1.E. (U//~) CST ALIGNED OR IDENTIFIED FOR BUILD . 

4.8.1.F. (U//~) ALL ON-HAND TEAM MEMBERS ARE ALLOCATED SPACE TO 
PERFORM DUTIES AND HAVE ACCESS TO APPROPRIATE NETWORKS AND DATA TO 
ACCOMPLISH ASSIGNED MISSIONS. 

4.8.2 (U//FG{ffi) FOC. Q1F TEAMS WILL BE DECLARED FOC BY USCYBERCOM 
BASED ON THE DOTMLPFP MODEL USING THE FOLLOWING CRITERIA: 

4.8.2 . A. (U//~) DOCTRINE. CONCEPT OF OPERATION (CONOP) AND 
IMPLEMENTATION PLANS APPLICABLE TO SPECIFIED UNIT TYPES PROVIDED TO 
AND APPROVED BY USCYBERCOM. 

4.8.2.B. (U//~) ORGANIZATION. SPECIFIC MISSIONS FOR EACH TEAM 
IDENTIFIED AND APPROVED; INITIAL REVIEW/ASSESSMENT OF UNIT SIZE AND 
STRUCTURE COMPLETE; ALL PERSONNEL ARE PROPERLY ALIGNED BY FUNCTION 
AND ARE WORKING MISSION. 

4.8.2.C. (S//REL TO US."., FVE-¥-) TRAINING (IAW REF B, ANNEX C) . MISSION 
ESSENTIAL TASK LIST (METL) ESTABLISHED AND APPROVED; JOINT 
QUALIFICATION REQUIREMENTS (JR) IDENTIFIED FOR WORK ROLES WHERE 
APPLICABLE; 

COLLECTIVE/UNIT TRAINING 
COMPONENT COMMANDER. 

BY THE SERVICE 

4.8.2.D. (U//FG{ffi) MATERIEL. REPORTING VEHICLES DESIGNED, APPROVED, 
AND OPERATIONAL; TEAM HAS ACCESS TO APPLICABLE EXISTING 
EQUIPMENT/CAPABILITIES NECESSARY FOR MISSION ACCOMPLISHMENT; 
ADDITIONAL EQUIPMENT NEEDS/REQUIREMENTS AND GAPS IDENTIFIED. 

4.8.2.E. (U//~) LEADERSHIP AND EDUCATION. ALL PROFESSIONAL 
MILITARY EDUCATION (PME) AND CIVILIAN-EQUIVALENT LEADERSHIP AND 
EDUCATION (L&E) PROGRAMS IDENTIFIED. 

4.8.2.F. (S//REL TO US."., FVE-¥-) PERSONNEL. 

(b)(1) Sec. 1.4(a) 

4.8.2.G. (U//FG{ffi) FACILITIES. PHYSICAL SPACE/WORKSTATIONS AND ACCESS 
TO REQUIRED DATA FOR ALL PERSONNEL IDENTIFIED AND AVAILABLE. 

4 .8. 3. (U) POLICY . 

4 .B. 3 .A. (S//REl. TO 

TO SUPPORT DOD PRIORITIES. 

4.8.3.B. (S//REL TO US.". , FVE-¥-) AN INTELLIGENCE OVERSIGHT PROGRAM IS 
ESTABLISHED IAW REF F AND FUNCTIONAL WITHIN EACH TEAM AS 
APPLICABLE.// 

GENTEXT/COMMAND AND CONTROL/5. 
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5 .A. (U/ / ~} CDRUSCYBERCOM IS THE SUPPORTED COMMANDER FOR THIS 
MISSION. ALL OTHER ORGANIZATIONS ARE SUPPORTING. 

5.8. (U//~} SERVICE COMPONENTS AND NSA/CSS WILL MAINTAIN ADCON 
OVER PERSONNEL ASSIGNED TO THE OiF . 

5.C. (U} POINTS OF CONTACT (POCS}: 

5.C.l. (U//~} USCYBERCOM CYBER FORCE IMPLEMENTATION STRATEGY TEAM 
(CFIST} : b 3 130b , NSTS 969-7680, ! (b)(3) 130b ~NSA. IC. GOV; 

b 3 130b NSTS 969-3479, !(b)(3)130b~NSA.IC.GOV; 
3 13 NSTS 969 - 3405 , ! (b)(3) 130b ~NSA. IC. GOV. '---.....>.Co'-"-'-'---'-''-'-----' 

5. C. 2. (U/ /~} USCYBERCOM Jl: l (b)(3) 130b 
!(b)(3) 130b ~NSA. IC. GOV. '----.>.;;;.LJ"""-c.;..;;.;;__ _ _, 

NSTS 969-2990, 

5.C.3. (U//~} USCYBERCOM J2: b 3 130b USN, NSTS 969-2660, 
!(b)(3) 130b ~NSA . IC .GOV ; .---b -'"3-'-13_0.;...b_,.._N_S.;T.._.S~9~6-:-"9-'-6-,-2,.....86 , !(b)(3) 130b ~NSA. IC. GOV . 

5. C. 4. (U//~) USCYBERCOM J35: l (b)(3) 130b 
l(b)(3) 130b ~NSA. IC.GOV . '---~~~---~ 

NSTS 969-3401, 

5. C. 5. (U//~) USCYBERCOM J39 , l (b)(3) 130b NSTS 963-6126, l (b)(3) 130b ~ NSA. IC. GOV. '----'"-=J....;..;;~---' 

5. C. 6. (U/ /~) USCYBERCOM J4, b 3 130b NSTS 969-5724, 
!(b)(3) 130b~NSA. IC . GOV; .----b- 3 -1-30_b.c..J--.....--:-,N~S~Tc':!S'---:-96-::-9=---:s::-:7::-:2::-:7, b,(3) 13op NSA. IC. GOV. 

5. C. 7. (U//~) USCYBERCOM JS: l (b)(3) 130b NSTS 966-5561 , 
lb)(3) 13Q~NSA. IC. GOV. 

5. C . 8. (U//~) USCYBERCOM J6: I (b)(3) 130b I NSTS 969 - 1829, 

!{b)(3) 130b~NSA. IC.GOV. 

5. C. 9 . (U/ /~) USCYBERCOM J7: l (b)(3) 130b I NSTS 969-1835, 
I (b)(3) 130b ~NSA. IC. GOV. 

5. C. 10. (U/ /~) USCYBERCOM JS: ! (b)(3) 130b NSTS 969-2062, 
l(b)(3) 130b r NSA. IC. GOV. 

5.0. (U//~) USCYBERCOM JOINT OPERATIONS CENTER (JOC) CYBER BATTLE 
CAPTAIN: JOCCBC@NSA.SMIL.MIL , NSTS 966-8730/8772 , COMM 

I (b)(3) 130b I STE I (b)(3) 130b 1. 
5.E. (U//~) USCYBERCOM JOC CYBER BATTLE CAPTAIN IS THE COMMANDER'S 
REPRESENTATIVE OUTSIDE NORMAL DUTY HOURS. DIRECT REQUESTS FOR 
INFORMATION, QUERIES TO THE JOC DURING EVENINGS, HOLIDAYS AND 

WEEKENDS.// 

GENTEXT/AUTHENTICATION/FOR THE COMMANDER , ! (b)(3) 130b 
I (b)(3) 13ob 1- .____ ___ =.u."--'--'-=-----' 

AKNLDG/YES. I I 
#0673 
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INFO NCR STRATCOM 
SSO STRATCOM 
USCYBERCOM 
UNCLAS (FOR OFFICIAL USE OtlLY) 
QQQQ 
SUBJECT: (U//FeUe) FRAGORD-01 TO USCYBERCOM TASKORD 13- 0747. 

ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF) 
TEAMS IN FISCAL YEAR (FY) 2014.// 

MSGID / ORDER/ USCYBERCOM/ FRAGORD- 01 TO 13-0747/(S/ /REL TO USA , 
FVEY)// 

ORDTYPE/FRAGORD/USCYBERCOM// 

TIMEZONE/Z// 

REF/A/DOC/DMAG DECISION-COAlB FULL GROWTH/(S//REL TO USA, 
FVEY)/11DEC2012// 

REF/B/DOC/ USCYBERCOM CYBER FORCE CONCEPT OF OPERATIONS & EMPLOYMENT 
(CFCOE) V3 . 0/(S//REL TO USA , FVEY) / 04MAR2013// 

REF/C/EXORD/CJCS EXECUTE ORDER TO IMPLEMENT CYBERSPACE OPERATIONS 
COMMAND AND CONTROL (C2) FRAMEWORK/(S//REL TO USA , 
FVEY)/212105ZJUN13// 

REF/D/TASKORD/USCYBERCOM ESTABLISHMENT AND PRESENTATION OF CYBER 
MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2013/(S//REL TO USA , 
FVEY)/060852ZMAR13// 

REF/E/MEMO/DCOMUSCYBERCOM MEMORANDUM FOR SERVICE CYBER COMPONENT 
COMMANDERS ESTABLISHING INITIAL OPERATING CAPABILITY DESIGNATION OF 
JOINT FORCE HEADQUARTERS - CYBER (JFHQ- C)/(U//FOU0)/30SEP13// 

REF/ F/DOC/USCYBERCOM CRYPTOLOGIC INTELLIGENCE OVERSIGHT 
IMPLEMENTATION PLAN/(S//REL TO USA , FVEY)/13JUN13// 

REF/G/MTG/USCYBERCOM CYBER COMPONENTS COMMANDER CONFERENCE/(TS//REL 
TO USA, FVEY)/220CT13// 

REF/H/ TASKORD/USCYBERCOM ESTABLISHMENT AND PRESENTATION OF CYBER 
MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2014/(S//REL TO USA , 
FVEY)/110044 ZOCT13/ / 

NARR/ (U//FeUe) THIS FRAGORD CHANGES COMMANDER'S INTENT AND KEY TASKS 
TO ORGANIZE , TRAIN , AND EQUIP FY13 AND FY14 CMF TEAMS TO INITIAL 
OPERATING CAPABILITY (IOC) BY THE END OF FY14. THIS IS IAW DECISIONS 
REACHED DURING REF G. / / 

l l\;CI /\~S Ii ii.i> ·I OH OI I ICI.\I l 1SI.ONIY 
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GENTEXT/SITUATION/1. (U) NO CHANGE.// 

GENTEXT/MISSION/2. (U) NO CHANGE . // 

GENTEXT/EXECUTION/3. 

3.A. (U) CONCEPT OF OPERATIONS. 

3.A.1. (U) COMMANDER'S INTENT. 

3.A.l.A. (U) PURPOSE. NO CHANGE. 

3.A.1 . B. (U) METHOD. NO CHANGE. 

3 . A.1.C . (U//~) END STATE. CHANGE. FY13 AND FY14 TEAMS SCHEDULED 
TO BE BUILT IAW REFS D AND H ACHIEVE IOC BY 30 SEP 2014. 

3.A.2 . (U) KEY TASKS. 

3.A.2.A. (U//~) NLT THE END OF FY14, USCYBERCOM SERVICE 
COMPONENTS WORKING WITH USCYBERCOM AND THEIR SERVICE HEADQUARTERS: 

3.A.2.B. (U//Feae) CHANGE. ORGANIZE, TRAIN, AND EQUIPi(b)(1)Sec.1.7(e)i 
CMF TEAMS TASKED VIA REF D TO IOC IN FY14. 

3.A.2.C. (U//~) CHANGE. ORGANIZE, TRAIN, AND EQUIPi(b)(1)Sec. 1.7(e)!CMF 
TEAMS TASKED VIA REF H TO IOC IN FY14 . 

3.8. (U) TASKS. NO CHANGE. 

3.C . (U) COORDINATING INSTRUCTIONS. 

3.C.l. (U) NO CHANGE. 

3.C.2. (U) NO CHANGE. 

3.C.3. (U//~) CHANGE. ALL RESPONSES AND CHANGE REQUESTS, 
INCLUDING INABILITY TO REACH IOC, SHOULD BE IN MESSAGE FORMAT WITH 
SUPPORTING DOCUMENTATION ATTACHED AS REQUIRED . SEND TO CFIST POCS 
LISTED IN SECTION 5.C.l. 

3.C.4. (U) NO CHANGE . 

3 . C.5. (U) NO CHANGE. 

3.C . 6. (U) NO CHANGE. 

3.C.7. (U) NO CHANGE. 

3.C.8. (U) NO CHANGE.// 

GENTEXT/ADMIN AND LOGISTICS/4. NO CHANGE.// 

GENTEXT/COMMAND AND CONTROL/ 5 . NO CHANGE.// 

GENTEXT/AUTHENTICATION/FOR THE COMMANDER , ~I ~~~~(~b~)(3~)_1_30_b~~~~-' 

l \JCI ASSII IU> I OH 011 ICl.'\I l 1~,I. O>ll.Y 
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R 291429Z J AN 14 
FM USCYBERCOM 
TO FLTCYBERCOM 
SSO ARCYBER 
DIRNSA 
MARFORCYBERCOM 
624 oc 
SSO DISA 
INFO SSO STRATCOM 
NCR STRATCOM 
USCYBERCOM 
ZEM 

SECRI: I'// Rl:L ·10 USA. FVEY 

S E C R E If US/lH</CMl/."US/?13 EYES OHL¥ 
QQQQ 
SUBJECT: FRAGORD - 02 TO USCYBERCOM TASKORD 13- 0747 AND FRAGORD- 01. 

ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF) 
TEAMS IN FISCAL YEAR (FY) 2014. 

MSGID/ORDER/USCYBERCOM/13-0747 FRAGORD- 02/(S//REL TO USA , FVEY) / / 
REF/A/ (U) NO CHANGE. 
REF/B/ (U) NO CHANGE. 
REF/C/ (U) NO CHANGE . 
REF/D/ (U) NO CHANGE. 
REF/E/ (U) NO CHANGE. 
REF/F/ (U) NO CHANGE. 
REF/G/ (U) NO CHANGE. 
REF/H/ (U) NO CHANGE . 
ORDTYPE/FRAGORD/USCYBERCOM// 
TIMEZONE/Z// 
NARR/(U//FGUe) CHANGE. TASKORD 13- 0747 HAS BEEN MODIFIED TO REFLECT 
CHANGES IN CYBER MISSION FORCE (CMF) BUILD PROJECTION REQUIREMENTS , 
JOINT FORCE HEADQUARTERS- CYBER (JFHQ- C) AUTHORITIES, TOOL DEVELOPER 
EMPLOYMENT , CRITICAL WORK ROLES , SPACE INITIAL OPERATIONAL CAPABILITY 
(IOC) CRITERIA, THE MISSION ALIGNMENT PROCESS , AND PROCEDURES FOR 
PRESENTING FORCES TO THE GAINING JFHQ- C FOR EMPLOYMENT.// 
GENTEXT/SITUATION/1. (U) NO CHANGE. 
GENTEXT/MISSION/2. (U) NO CHANGE . 
GENTEXT/EXECUTION/3. 
3 . A. (U) CONCEPT OF OPERATIONS. 
3.A.l. (U) COMMANDER ' S INTENT. 
3.A. l.A. (U) PURPOSE. NO CHANGE. 
3 . A . 1 . 8 . (U) METHOD . NO CHANGE . 
3. A.l . C. (U//FGUe) NO CHANGE . 
3.A.2. (U) KEY TASKS. 
3.A.2.A. (U//FGUe) CHANGE. USCYBERCOM SERVI CE COMPONENTS WORKING WITH 
USCYBERCOM AND THEIR SERVICE HEADQUARTERS: 
3.A.2.A . l. (U//FGYO) ADD. NLT THE END OF FY14 , ORGANIZE , TRAIN , AND 
EQUIP I (b)(1) Sec. 1.7(e) I CMF TEAMS TASKED VIA REF D TO IOC . 
3.A.2.A.2 . (U//FGYO) ADD. NLT THE END OF FY14 , ORGANIZE , TRAIN , AND 
EQUIP tb)(1) Sec. 1.7(e~ CMF TEAMS TASKED VIA REF H TO IOC . 
3.A.2.A.3. (U//FGYO) ADD. NLT 10 FEB 20 14 , PROVIDE I OC PROJECTIONS 
FOR ASSIGNED FY13 AND FY14 TEAMS BY FISCAL YEAR (FY) QUARTER THROUGH 
30 SEP 14 . SEND TO CFIST POCS LISTED IN SECTION 5. C. l. 
3.8. (U) TASKS. 
3.8.1. (U) USCYBERCOM . NO CHANGE . 
3. 8 . 2 . (U) ALL SERVICE COMPONENTS. 
3.8.2.A. (U) NO CHANGE. 

SGGRGT// REL. TO USA. i:v1-:v 
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3.B.2.B. (U) NO CHANGE. 
3 . B.2.C. (U) NO CHANGE. 
3 . B.2.D. (U) NO CHANGE. 
3.B.2.E. (U) NO CHANGE. 
3.B.2.F. (U) NO CHANGE. 
3.B.2.G. (U) NO CHANGE. 
3 . B . 2.H. (U) NO CHANGE. 
3.B.2.I. (U) CHANGE. ESTABLISH JFHQ-C. DECLARE IOC AND REPORT ON 
ALIGNED CMT/CST READINESS AS REQUIRED PER TASK 3.B.2.F. PER REF E , 
IOC DECLARATION CERTIFIES THE JFHQ-C CAN EXECUTE THE SIX MISSION 
ESSENTIAL TASKS AND ASSOCIATED MISSION CRITICAL FUNCTIONS AS WELL AS 
INTEGRATE WITH U.S. CYBER COMMAND OPERATIONAL PROCESSES. 
3 . B.2.I.l. (U//Fette) ADD. ISO MEETING IOC CRITERIA, THE JFHQ-C IS 
AUTHORIZED TO DETERMINE INDIVIDUAL QUALIFICATIONS TO FILL A GIVEN 
WORK ROLE. THIS DETERMINATION SHOULD BE BASED UPON THE INDIVIDUAL, 
ESTABLISHED STANDARDS, AND THE COMMANDER'S OPERATIONAL RISK 
ASSESSMENT. ADDITIONALLY, FOR POSITIONS THAT REQUIRE CERTIFICATION 
TO BE ON THE CRYPTOLOGIC PLATFORM (E.G.,! (b)(1) Sec. 1.7(e) ~ , NSA 
CERTIFICATION WILL BE USED TO CONFIRM THE DESIGNATION AS QUALIFIED. 
INDIVIDUALS DEEMED QUALIFIED MUST POSSESS THE REQUISITE KNOWLEDGE, 
SKILLS, AND ABILITIES (KSAS) TO EXECUTE ASSIGNED TASKS TO STANDARD . 

AT THE DISCRETION OF 
THE JFHQ-C, 

(b)(1) Sec. 1.4(a) 

AS THE JFHQ-C 

(b)(1) Sec. 1.4(a) 

b 1 Sec. 1.4 a MUST CONTINUE TO BE TRACKED IN READINESS REPORTS PER TASK 
3.B.2 . F . 
3.B.2.K. (U//Fette) ADD. USCYBERCOM AND ITS SERVICE COMPONENTS 
ESTABLISHED THE CNMF HQ AND THE JFHQ-C FOR THE EMPLOYMENT OF CMF 
TEAMS. CMF TEAMS ESTABLISHED BY ONE SERVICE COMPONENT AND ALLOCATED 
TO ANOTHER HQ (E.G. FLTCYBER ESTABLISHES THE b(1) Sec. 1.1dALLOCATED TO 
ARCYBER JFHQ-C) WILL TRANSFER THE CMF TEAM AS FOLLOWS: 
3.B.2.K.l. (U//Fette) ADD. PRESENTATION OF FORCES. UPON MEETING ALL 
IOC CRITERIA, THE ESTABLISHING SERVICE COMPONENT COORDINATES WITH THE 
GAINING FORCE HQ. WITH APPROVAL FROM THE GAINING FORCE HQ THE 
SERVICE COMPONENT WILL DECLARE IOC OF THAT TEAM AND THE GAINING FORCE 
HEADQUARTERS ASSUMES OPCON. 
3.B.2.K.2. (U//Fette) ADD. REPORTING OF FORCES. SERVICE COMPONENTS 
MAINTAIN REPORTING RESPONSIBILITY OVER TEAMS TASKED VIA REF D AND REF 
H UNTIL THEY ARE TRANSFERRED TO THE GAINING FORCE HQ. 
3 . B.3. (U) NO CHANGE. 
3.B.4. (U) NO CHANGE. 
3.B.5. (U) NO CHANGE . 
3.B.6. (U) NO CHANGE. 
3.B.7. (U) NO CHANGE. 
3.B.8. (U) NO CHANGE. 
3.C. (U) NO CHANGE.// 
GENTEXT/ADMIN AND LOGISTICS/4. 
4.A. (U) NO CHANGE. 
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4.8. (U//~) NO CHANGE. IOC AND FOC REQUIREMENTS. THE FOLLOWING 
REQUIREMENTS SUPERSEDE REQUIREMENTS SET FORTH IN SECTION 4 .8. OF REF 
D. 
4.8.1. (U//FSYG) CHANGE. IOC. CMF TEAMS WILL BE DECLARED IOC AFTER 
COORDINATION WITH THE GAINING FORCE HQ PER PARA 3.8.2.K.1. OF THIS 
FRAGORD. 
4.8.1.A. (S//REL ~O USA, p,i:&¥.) CHANGE. A MINIMUM OF 

MUST BE TRAINED AND 
..,Q=u=AL,...,,...,I=F=I=E=D--=I"'"A"'"'W~ T~HE~=Fo'="L=-"L=-o;,.,w~I~N=G,--('""F=I=R-=s=T,.......,..,NUMB=-,=='ER INDICATES REQUIRED NUMBER 
ON TEAM <<SLASH>>/ SECOND NUMBER INDICATES REQUIRED NUMBER TRAINED 
AND QUALIFIED): 
4.B.1.A.1 (S//REL 'i'O USA , p,i:&¥.) ADD. NMT IOC CORE WORK ROLES: 

(b)(1) Sec. 1.4(a) 

4 . B. 1. A. 2 ( S //REL 'i'O US.'\, p,i:&¥.) ADD. NST IOC CORE WORK ROLES 

(b)(1) Sec. 1.4(a) 

4.8.1.A.3 c: OT .. -. ~) ADD . CPT IOC CORE WORK ROLES . -- --··r 

(b)(1) Sec. 1.4(a) 

SEC'RE:T'/ REL TO USA. 17\'l:::Y 



S[CRET# REL TO l'S,t\. FV EY 

(b)(1) Sec. 1.4(a) 

4 . B . 1. A. 4 ( S //REL 'FO USA, FVE-¥-) ADD . CMT IOC CORE WORK ROLES 

(b)(1) Sec. 1.4(a) 

4. B. 1. A. 5 ( S//REL 'FO US.'\. , F¥Fr¥-) ADD. CST IOC CORE WORK ROLES 

(b)(1) Sec. 1.4(a) 

4.B.l.B. (U) NO CHANGE. 
4.B.l . C. (U//F<*le) CHANGE. ALL AVAILABLE PERSONNEL HAVE BEEN PLACED 
IN WORK-ROLES AS SPECIFIED IN PARA 4.B.l.A. AND MISSION ALIGNMENT 
PROCESS IS COMPLETE ICW USCYBERCOM J3F (POC ! (b)(3) 130b 

I (b)(3) PNSA.IC.GOV). 
4.B.l.D. (U) NO CHANGE. 
4.B . l.E. (U) NO CHANGE. 
4.B . l.F. (U//F<*le) CHANGE. ALL PERSONNEL IN WORK- ROLES AS SPECIFIED 
IN PARA 4.B.l.A. ARE ALLOCATED SPACE TO PERFORM DUTIES AND HAVE 
ACCESS TO APPROPRIATE NETWORKS AND DATA TO ACCOMPLISH ASSIGNED 
MISSIONS. 
4 . B.2 (U) NO CHANGE. 
GENTEXT/COMMAND AND SIGNAL/5. (U) NO CHAN~G_E_·~~~~~~~~~---, 
GENTEXT/AUTHORIZATION/FOR THE COMMANDER, ! (b)(3) 130b 

I (b)(3) 1 Job J. 
AKNLDG/YES. / I 
#0717 

SECRET'/ RE3L TO USA. FVl::Y 



SECREf// R[L TO USA. !'VEY 

NNNN 

S1£ Rl :1 i/ R[L TO US:\. FVL:Y 



ZCZCHAM5677MARG9729 SMO 5173/151 R 310329Z MAY 14 
FM USCYBERCOM FT GEORGE G MEADE MD 
TO COMNAVCYBERFOR SUFFOLK VA 
COMNAVNETWARCOM SUFFOLK VA 
ARMY FORCES CYBER CMD PETERSON AFB CO 
ARMY GNOSC FT BELVOIR VA 
NSA FT GEORGE G MEADE MD 
NSACSS FT GEORGE G MEADE MD 
COMFLTCYBERCOM FT GEORGE G MEADE MD 
CDRUSACYBER FT BELVOIR VA 
CDRUSACYBER G3 FT BELVOIR VA 
CDRUSACYBER G33 FT BELVOIR VA 
DIRNSA FT GEORGE G MEADE MD 
MARFORCYBERCOM FT MEADE MD 
NAVCYBERDEFOPSCOM SUFFOLK VA 
MCNOSC QUANTICO VA 
DISA WASHINGTON DC 
USCYBERCOM FT GEORGE G MEADE MD 
INFO HQ USSTRATCOM OFFUTT AFB NE 
NCR STRATCOM OFFUTT AFB NE 
CDR USSTRATCOM OFFUTT AFB NE 
USSTRATCOM COMMAND CENTER OFFUTT AFB NE 
UNCLAS (FOR OFFICIAL USE ONLY) 
QQQQ 
SUBJECT: (U//~) USCYBERCOM FRAGORD 03 TO TASKORD 13-0747 

ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF) 
TEAMS IN FISCAL YEAR (FY) 2014. 

MSGID/ORDER/USCYBERCOM/13-0747/ ESTABLISHMENT AND PRESENTATION OF 
CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2014./ 
FRAGORD-03/(S//REL TO USA, FVEY)// 

REF/A/ (U) NO CHANGE. 

REF/8/ (U) NO CHANGE. 

REF/C/ (U) NO CHANGE. 

REF/D/ (U) NO CHANGE. 

REF/E/ (U) NO CHANGE. 

REF/F/ (U) NO CHANGE. 

REF/G/ (U) NO CHANGE. 

REF/H/ (U) NO CHANGE. 

REF/I/ (U) ADD. /DOC/JFHQ- C CERTIFICATION SLIDE 
PRESENTATION/USCYBERCOM/ 03 OCT 2013/ - // 

ORDTYPE/FRAGORD/USCYBERCOM// 

TIMEZONE/Z// 

NARR/ (U//~) CHANGE. THIS FRAGORD PROVIDES CHANGES TO TASKSORD 
13- 0747 TO REFLECT THE FINAL OPERATIONAL CAPABILITY (FOC) CRITERIA 
FOR THE JOINT FORCE HEADQUARTERS - CYBER (JFHQ-C) .// 



GENTEXT/SITUATION/1. (U) NO CHANGE.// 

GENTEXT/MISSION/2. (U) NO CHANGE.// 

GENTEXT/EXECUTION/3. 

3.A. (U) CONCEPT OF OPERATIONS. 

3.A.1. (U) COMMANDER'S INTENT. 

3.A.1.A. (U) PURPOSE. NO CHANGE. 

3.A.1.B. (U) METHOD. NO CHANGE. 

3.A . l.C. (U//~) NO CHANGE. 

3.A.2. (U) KEY TASKS. 

3.A.2.A. (U//~) NO CHANGE. 

3.A.2.B. (U//~) NO CHANGE. 

3.A.2.C. (U//~) NO CHANGE. 

3 .8. (U) TASKS. 

3.8.l . (U) USCYBERCOM. NO CHANGE. 

3.8.2. (U) ALL SERVICE COMPONENTS. 

3.B.2.A. (U) NO CHANGE. 

3.8.2.B. (U) NO CHANGE. 

3.8.2.C. (U) NO CHANGE. 

3.8.2.D. (U) NO CHANGE. 

3.8.2.E. (U) NO CHANGE. 

3.8.2 .F. (U) NO CHANGE. 

3.B.2 .G. (U) NO CHANGE. 

3.B.2.H. (U) NO CHANGE. 

3.B.2.I. (U) NO CHANGE. 

3.B.2.J. (U) NO CHANGE. 

3.B.2 . K. (U) NO CHANGE. 

3.B.2.L. (U//~) ADD. JFHQ-C FOC IS ACHIEVED WHEN THE FOLLOWING 
CRITERIA ARE MET. FOC WILL BE ACHIEVED NLT 31 DEC 14. 

3.B.2.L.1. (U//~) ADD. THE JFHQ-C DEMONSTRATES PROFICIENCY IN THE 



USCYBERCOM-DIRECTED JFHQ-C SIX MISSION ESSENTIAL TASKS (JMETS) , 
ASSOCIATED CRITICAL FUNCTIONS, AND INTEGRATION WITH USCYBERCOM 
ASSOCIATED PROCESSES NECESSARY TO CONDUCT DECENTRALIZED, DISTRIBUTED 
OPERATIONS. THESE ARE CONTAINED IN THE IOC CRITERIA AND DIRECTED IN 
TASKORDS 13-0747 AND 14-0061. 

3.B.2.L.2. (U//~) ADD. THE JFHQ-C COMMANDER DECLARES FOC FOLLOWING 
SUCCESSFUL COMPLETION OF A JOINT OR SERVICE EVENT IN WHICH THE JFHQ-C 
SUCCESSFULLY ACCOMPLISHES ITS MISSION AND DEMONSTRATES PROFICIENCY IN 
THE SIX DIRECTED JMETS, ALL APPLICABLE! (b)(1)Sec.1 .7(e) !JMETS, CRITICAL 
FUNCTIONS, AND ASSOCIATED PROCESSES AS ASSESSED BY AN EXTERNAL 
ASSESSMENT TEAM. 

3.B.3. (U) NO CHANGE. 

3.B.4. (U) NO CHANGE. 

3.B.5. (U) NO CHANGE. 

3.B.6. (U) NO CHANGE. 

3.B.7. (U) NO CHANGE. 

3.B.8. (U) NO CHANGE. 

3.C. (U) NO CHANGE. 

GENTEXT/ADMIN AND LOGISTICS/4. 

4.A. (U) NO CHANGE. 

4.B. (U//~) NO CHANGE. 

4.B .l. (U//~) NO CHANGE. 

4.B.2. (U) NO CHANGE. 

4.B.3. (U) NO CHANGE. 

4.C. (U) ADD. REQUEST FOR INFORMATION REGARDING EXECUTION OF THIS 
ORDER, AMPLYFYING GUIDANCE, AND/OR ADDITONAL DETAILS ARE TO BE 
SUBMITTED AT THIS LINK: 
HTTP://INTELSHARE .INTELINK.SGOV .GOV/SITES/USCYBERCOM/PAGES /RFI.ASPX// 

GENTEXT/COMMAND AND SIGNAL/5. (U) NO CHANGE. 

GENTEXT/AUTHORIZATION/FOR THE COMMANDER, I (b)(3) 130b 
I (b)(3> 13ob 1· 1...,.1.,_--_._.""'""-...a..a...'-------' 

AKNLDG/YES. // 
++++ 
M/R: //UNCLAS // 
DRAFT: USCYBERCOM JOC Duty Officer, FlCD, 966-8730 
REL: USCYBERCOM JOC Duty Officer, FlCD , 966-8730 



DIST: j f ccnwl 

HTML/AMHS Message -- Sat May 31 03:29: 17 2014 ZULU 

NNNN 



UNCLASSIF IED// l-70R 01-71-7 1CIAL USE ONLY 

R 050103Z JUN 14 
FM USCYBERCOM FT GEORGE G MEADE MD 
TO COMNAVCYBERFOR SUFFOLK VA 
COMNAVNETWARCOM SUFFOLK VA 
ARMY FORCES CYBER CMD PETERSON AFB CO 
ARMY GNOSC FT BELVOIR VA 
NSA FT GEORGE G MEADE MD 
NSACSS FT GEORGE G MEADE MD 
COMFLTCYBERCOM FT GEORGE G MEADE MD 
CDRUSACYBER FT BELVOIR VA 
CDRUSACYBER G3 FT BELVOIR VA 
CDRUSACYBER G33 FT BELVOIR VA 
DIRNSA FT GEORGE G MEADE MD 
MARFORCYBERCOM FT MEADE MD 
NAVCYBERDEFOPSCOM SUFFOLK VA 
MCNOSC QUANTICO VA 
DISA WASHINGTON DC 
USCYBERCOM FT GEORGE G MEADE MD 
INFO HQ USSTRATCOM OFFUTT AFB NE 
NCR STRATCOM OFFUTT AFB NE 
CDR USSTRATCOM OFFUTT AFB NE 
USSTRATCOM COMMAND CENTER OFFUTT AFB NE 
UNCLAS (FOR OFFICIAL USE OHL¥) 
QQQQ 

SUBJECT: USCYBERCOM FRAGORD 04 TO TASKORD 13-0747 ESTABLISHMENT AND 
PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL 
YEAR (FY ) 2014. 

MSGID/ORDER/USCYBERCOM/13-0747 / ESTABLISHMENT AND PRESENTATION OF 
CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 
2014./FRAGORD-04 /(S//REL TO USA , FVE Y) // 

REF/A/ (U) NO CHANGE. 

REF/8/ (U) NO CHANGE. 

REF/C/ (U) NO CHANGE. 

REF/D/ (U) NO CHANGE. 

REF/E/ (U) NO CHANGE. 

REF/F/ (U) NO CHANGE . 

REF/G/ (U) NO CHANGE. 

REF/H/ (U) NO CHANGE. 

REF/I/ (U) ADD. /DOC/JFHQ-C CERTIFICATION SLIDE 
PRESENTATION/USCYBERCOM/ 03 OCT 2013/-// 

ORDTYPE/FRAGORD/USCYBERCOM// 

TIMEZONE/Z// 

NARR/ (U//FOOO) CHANGE. FRAGORD 04 SUPERCEEDS FRAGORD 03 TO TASKORD 
13-0747 IN ITS ENTIRETY.// 

UNCLASSIFIED// FOR OFF ICIAL USE O~JLY 



UNCLASSIFIED// FOR OFFIC IAL USE O~JLY 

GENTEXT/SITUATION/1. (U) NO CHANGE.// 

GENTEXT/MISSION/2. (U) NO CHANGE.// 

GENTEXT/EXECUTION/3. 

3.A. (U) CONCEPT OF OPERATIONS . 

3.A.1. (U) COMMANDER'S INTENT. 

3.A.1.A. (U) PURPOSE. NO CHANGE. 

3.A.l.B. (U) METHOD. NO CHANGE. 

3.A.l.C. (U//~) NO CHANGE. 

3.A.2. (U) KEY TASKS. 

3.A.2 . A. (U//~) NO CHANGE. 

3.A.2.B. (U//~) NO CHANGE. 

3.A.2.C. (U//~) NO CHANGE. 

3 .B. (U) TASKS. 

3.8.l. (U) USCYBERCOM. NO CHANGE. 

3.8.2. (U) ALL SERVICE COMPONENTS. 

3.B.2.A. (U) NO CHANGE. 

3.8.2.B. (U) NO CHANGE. 

3.B.2.C. (U) NO CHANGE. 

3.8.2.D. (U) NO CHANGE. 

3.8.2.E. (U) NO CHANGE. 

3.B.2.F. (U) NO CHANGE. 

3.8.2.G. (U) NO CHANGE. 

3.B.2.H. (U) NO CHANGE. 

3.8.2.I. (U) NO CHANGE. 

3.8.2.J. (U) NO CHANGE. 

3.8.2.K. (U) NO CHANGE. 

3.8.2.L. (U//~) ADD. JFHQ-C FOC IS ACHIEVED WHEN THE FOLLOWING 
CRITERIA ARE MET. FOC WILL BE ACHIEVED NLT 31 DEC 14. 

3.8.2.L.l. (U//~) ADD. THE JFHQ-C DEMONSTRATES PROFICIENCY IN THE 

UNCLASSIFIED// roR OFFICIAL USE O~JLY 



U CLASSIFIED// POR OPPICIAL USE Ol>JLY 

USCYBERCOM-DIRECTED JFHQ-C SIX MISSION ESSENTIAL TASKS (JMETS) , 
ASSOCIATED CRITICAL FUNCTIONS, AND INTEGRATION WITH USCYBERCOM 
ASSOCIATED PROCESSES NECESSARY TO CONDUCT DECENTRALIZED, DISTRIBUTED 
OPERATIONS. THESE ARE CONTAINED IN THE IOC CRITERIA AND DIRECTED IN 
TASKORDS 13-0747 AND 14-0061. 

3.B.2.L.2. (U//Fetle) ADD. THE JFHQ- C COMMANDER REQUESTS FOC FOLLOWING 
SUCCESSFUL COMPLETION OF A JOINT OR SERVICE EVENT IN WHICH THE JFHQ-C 
SUCCESSFULLY ACCOMPLISHES ITS MISSION AND DEMONSTRATES PROFICIENCY IN 
THE SIX DIRECTED JMETS, ALL APPLICABLE! (b)(1)Sec. 1.7(e) jJMETS, CRITICAL 
FUNCTIONS, AND ASSOCIATED PROCESSES AS ASSESSED BY AN EXTERNAL 
ASSESSMENT TEAM. 

3.B.3. (U) NO CHANGE. 

3 .B. 4. (U) NO CHANGE. 

3 .B .5. (U) NO CHANGE . 

3.B.6. (U) NO CHANGE. 

3.B. 7. (U) NO CHANGE . 

3.B . 8. (U) NO CHANGE. 

3.C. (U) NO CHANGE. 

GENTEXT/ADMIN AND LOGISTICS/4. 

4.A . (U) NO CHANGE. 

4.B . (U//~) NO CHANGE . 

4 .B.1 . (U//~) NO CHANGE. 

4.B.2. (U) NO CHANGE. 

4.B.3. (U) NO CHANGE. 

4.C . (U) ADD. REQUEST FOR INFORMATION REGARDING EXECUTION OF THIS 
ORDER, AMPLYFYING GUIDANCE , AND/OR ADDITONAL DETAILS ARE TO BE 
SUBMITTED AT THIS LINK: 
(HTTP://INTELSHARE.INTELINK . SGOV.GOV/SITES/USCYBERCOM/PAGES/RFI.ASPX.// 

GENTEXT/COMMAND AND SIGNAL/5. (U) NO CHANGE. 

GENTEXT/AUTHORIZATION/FOR THE COMMANDER, I (b)(3) 130b 
1 (b)(3) 13ob 1.11 ......_---~~~------' 

AKNLDG/YES.// 
++++ 
M/R: //T.JNCLAS // 
DRAFT: USCYBERCOM JOC Duty Officer, FlCD, 966-8730 
REL: USCYBERCOM JOC Duty Officer , FlCD , 966-8730 

UNCLASSIFIED// POR OPf: ICIAL USE Ol>JLY 



u CLASS IFIED// FOR OFFICIAL usi; OT>JLY 

DIST: j f ccnwl 

HTML/AMHS Message -- Thu Jun 5 01:03:1 1 2014 ZULU 

UNCLASSIFIED// 1::oR Oi:::FICl:\L USE; OT>JLY 



l l\Cl.t\SSll 11.D ' l'<>H OI I ICl.\l. l 'SI. ONI Y 

R 250033Z JUN 14 
FM USCYBERCOM FT GEORGE G MEADE MD 
TO COMFLTCYBERCOM FT GEORGE G MEADE MD 
COMNAVCYBERFOR SUFFOLK VA 
COMNAVNETWARCOM SUFFOLK VA 
CDRUSACYBER FT BELVOIR VA 
CDRUSACYBER G3 FT BELVOIR VA 
CDRUSACYBER G33 FT BELVOIR VA 
ARMY FORCES CYBER CMD PETERSON AFB CO 
ARMY GNOSC FT BELVOIR VA 
DIRNSA FT GEORGE G MEADE MD 
NSA FT GEORGE G MEADE MD 
NSACSS FT GEORGE G MEADE MD 
MARFORCYBERCOM FT MEADE MD 
DISA WASHINGTON DC 
NAVCYBERDEFOPSCOM SUFFOLK VA 
MCNOSC QUANTICO VA 
INFO CDR USSTRATCOM OFFUTT AFB NE 
HQ USSTRATCOM OFFUTT AFB NE 
USSTRATCOM COMMAND CENTER OFFUTT AFB NE 
NCR STRATCOM OFFUTT AFB NE 
USCYBERCOM FT GEORGE G MEADE MD 
UNCLAS {FOR OFFICIAL USE OHLY) 
QQQQ 

SUBJECT: FRAGORD - 05 TO USCYBERCOM TASKORD 13-0747. ESTABLISHMENT AND 
PRESENTATION OF CYBER MISSION FORCE {CMF) TEAMS IN FISCAL 
YEAR {FY) 2014. 

MSGID/ORDER/USCYBERCOM/ FRAGORD- 05 TO USCYBERCOM TASKORD 13- 0747. 
ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE {CMF) TEAMS IN 
FISCAL YEAR {FY) 2014. 

REF/A/DOC/DMAG DECISION-COAlB FULL GROWTH/{S//REL TO USA, 
FVEY)/11DEC2012// 

REF/B/DOC/USCYBERCOM CYBER FORCE CONCEPT OF OPERATIONS & EMPLOYMENT 
{CFCOE) V3.0/{S//REL TO USA , FVEY)/04MAR2013// 

REF/C/EXORD/CJCS EXECUTE ORDER TO IMPLEMENT CYBERSPACE OPERATIONS 
COMMAND AND CONTROL {C2) FRAMEWORK/{S//REL TO USA, 
FVEY)/212105ZJUN13// 

REF/D/TASKORD/USCYBERCOM ESTABLISHMENT AND PRESENTATION OF CYBER 
MISSION FORCE {CMF) TEAMS IN FISCAL YEAR {FY) 2013/(S//REL TO USA, 
FVEY)/060852ZMAR13// 

REF/E/MEMO/DCOMUSCYBERCOM MEMORANDUM FOR SERVICE CYBER COMPONENT 
COMMANDERS ESTABLISHING INITIAL OPERATING CAPABILITY DESIGNATION OF 
JOINT FORCE HEADQUARTERS - CYBER {JFHQ- C)/{U//FOU0)/30SEP13// 

REF/F/DOC/USCYBERCOM CRYPTOLOGIC INTELLIGENCE OVERSIGHT 
IMPLEMENTATION PLAN/{S//REL TO USA , FVEY)/13JUN13// 

REF/G/MTG/USCYBERCOM CYBER COMPONENTS COMMANDER CONFERENCE/{TS//REL 
TO USA , FVEY)/220CT13// 

REF/H/ TASKORD/USCYBERCOM ESTABLISHMENT AND PRESENTATION OF CYBER 

l INC i /\S'ill· IU> l l"Oll 011 ICI \I l 1SI . O>JI.V 



l 11'\CI./\SSl l· ll :D I Oil OI I ICI.\I. l 'SI. O:\I Y 

MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2014 / (S//REL TO USA, 
FVEY)/110044ZOCT13// 

ORDTYPE/FRAGORD/USCYBERCOM// 

TIMEZONE/Z// 

NARR/(U//Feae) CHANGE. TASKORD 13-0747 HAS BEEN MODIFIED TO DIRECT 
SERVICE COMPONENTS TO PROVIDE WEEKLY UPDATES TO THE USCYBERCOM Jl 
CYBER MISSION FORCE SIPRNET INTELINK SHAREPOINT PORTAL (AKA : BATTL.E 
ROSTER) HTTP://INTELSHARE.INTELINK.SGOV.GOV/SITES/USCYBERCOM/Jl/CMF/S 
ITEPAGES/HOME.ASPX. 

GENTEXT/SITUATION/1. (U) NO CHANGE. 

GENTEXT/MISSION/2. (U) NO CHANGE. 

GENTEXT/EXECUTION/3. 

3 . A. (U) CONCEPT OF OPERATIONS. 

3.A.1. (U) COMMANDER'S I NTENT. 

3.A.1.A. (U) PURPOSE. NO CHANGE. 

3.A.l.B. (U) METHOD. NO CHANGE. 

3.A.l.C. (U//Feae) NO CHANGE. 

3.A.2. (U) KEY TASKS. 

3.A.2.A. (U) NO CHANGE. 

3.B. (U) TASKS. 

3.B.1. (U) USCYBERCOM. NO CHANGE. 

3.B.2. (U) ALL SERVICE COMPONENTS. 

3.B.2.A. (U) NO CHANGE . 

3.B.2.B. (U) NO CHANGE. 

3.B.2.C. (U) NO CHANGE. 

3.B.2.D. (U) NO CHANGE. 

3.B.2.E. (U) NO CHANGE. 

3.B.2.F. (U) CHANGE. PROVIDE UPDATES TO TEAM MISSION ALIGNMENT, 
APPROVED MISSION ESSENTIAL TASKS , IOC/FOC BUILD STATUS, AND 
READINESS ASSESSMENT DATA (PERSONNEL , TRAINING, AND SPACE) TO 
USCYBERCOM BY CLOSE OF BUSINESS EACH WEDNESDAY. REPORT ON THE 
USCYBERCOM Jl CYBER MISSION FORCE SIPRNET INTELINK SHAREPOINT PORTAL 
(AKA: BATTLE ROSTER): 
HTTP://INTELSHARE.INTELINK .SGOV.GOV/SITES/USCYBERCOM/Jl/CMF/SITEPAGES 
/HOME .ASPX . 

lJNC I./\S~ ll lLD 111 ()I{ 011 ICI.\I. l 'SI. O?>JLY 



l I Cl /\\"ill II.I) I Oil Ori ICI.\I. l 'SI. 0', I '.' 

3.8.2.G . (U) NO CHANGE . 

3.8.2.H. (U) NO CHANGE. 

3.8.2.I. (U) NO CHANGE. 

3.8.2.J. (U) NO CHANGE. 

3.8.2.K. (U) NO CHANGE . 

3.B.3. (U) NO CHANGE . 

3.8.4. (U) NO CHANGE. 

3.8.5. (U) NO CHANGE. 

3.8.6. (U) NO CHANGE . 

3.8.7. (U) NO CHANGE. 

3.8.8. (U) NO CHANGE. 

3.C. (U) NO CHANGE.// 

GENTEXT/ADMIN AND LOGISTICS/4. 

4 .A. (U) NO CHANGE. 

4.8. (U) NO CHANGE. 

4 .B.1. (U) NO CHANGE. 

4.8.1.A. (U) NO CHANGE . 

4 .B.1.8. (U) NO CHANGE. 

4.8.1.C. (U)NO CHANGE . 

4.8.1.D. (U) NO CHANGE. 

4.8.1.E. (U) NO CHANGE. 

4.8.1.F. (U) NO CHANGE. 

4.8.2 (U) NO CHANGE. 

GENTEXT/COMMAND AND SIGNAL/5. (U) NO CHANGE. 

GENTEXT/AUTHORIZATION/FOR THE COMMANDER, b 3 130b 

b 3 130b 

AKNLDG/YES.// 

l NCI./\S~l f-lU) 'IOI{ 01"1 ICI.\I l 'SI. O>ll.Y 



SECRH//REL TO l:ISA, FVEY 

R 092250Z MAR 15 
FM USCYBERCOM FT GEORGE G MEADE MD 
TO COMFLTCYBERCOM FT GEORGE G MEADE MD 
COMNAVIDFOR SUFFOLK VA 
NAVNETWARCOM SUFFOLK VA 
NAVCYBERDEFOPSCOM SUFFOLK VA 
CDRUSACYBER FT BELVOIR VA 
CDRUSACYBER G3 FT BELVOIR VA 
CDRUSACYBER G33 FT BELVOIR VA 
ARMY FORCES CYBER CMD PETERSON AFB CO 
ARMY GNOSC FT BELVOIR VA 
MARFORCYBERCOM FT MEADE MD 
MCNOSC QUANTICO VA 
24AF LACKLAND AFB TX 
DISA FT GEORGE G MEADE MD 
DIRNSA FT GEORGE G MEADE MD 
NSA FT GEORGE G MEADE MD 
NSACSS FT GEORGE G MEADE MD 
JFHQ DODIN FT GEORGE G MEADE MD 
INFO CDR USSTRATCOM OFFUTT AFB NE 
HQ USSTRATCOM OFFUTT AFB NE 
USSTRATCOM COMMAND CENTER OFFUTT AFB NE 
NCR STRATCOM OFFUTT AFB NE 
USCYBERCOM FT GEORGE G MEADE MD 
BT 

S E C R E 'f (R:EJ:. US/GBR/GMl/AUS/m,) 

SUBJECT: (U//FGUG) FRAGORD 06 TO USCYBERCOM TASKORD 13- 0747 
ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF) 
TEAMS IN FISCAL YEAR (FY) 2014 

OPER/OPERATION GLADIATOR SHIELD// 

MSGID/ORDER/USCYBERCOM/FRAGORD 06 TO USCYBERCOM TASKORD 13- 07 47 
ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS 
IN FISCAL YEAR (FY) 2014/FRAGORD/(S//REL TO USA , FVEY)// 

REF/A/DOC/(U//FGUG) DMAG DECISION-COAlB FULL GROWTH (S//REL TO USA, 
FVEY)/DMAG/11DEC2012/-// 

REF/8/DOC/(U//FGUG) CYBER FORCE CONCEPT OF OPERATIONS & EMPLOYMENT 
(CFCOE) (S//REL TO USA , FVEY)/USCYBERCOM/22JUL2014/V.4.l// 

REF/C/EXORD/(U//FGUG) CJCS EXECUTE ORDER TO IMPLEMENT CYBERSPACE 
OPERATIONS COMMAND AND CONTROL (C2) FRAMEWORK (S//REL TO USA, 
FVEY)/CJCS/212105ZJUN13/-// 

REF/ D/TASKORD/(U//~) ESTABLISHMENT AND PRESENTATION OF CYBER 
MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2013 (S//REL TO USA , 
FVEY)/USCYBERCOM/060852ZMAR13/13-0244// 

REF/E/DOC/(U//FGUG) DCOM MEMORANDUM FOR SERVICE CYBER COMPONENT 
COMMANDERS ESTABLISHING INITIAL OPERATIONAL CAPABILITY (IOC) 
DESIGNATION OF JOINT FORCE HEADQUARTERS? CYBER (JFHQ-C) 
(U//FOUO)/USCYBERCOM/30SEP13/-// 

SECRH//REl TO l:ISA, FVEY 



SECRET//REL TO USA, fliEV 

REF/F/DOC/(U//~) CRYPTOLOGIC INTELLIGENCE OVERSIGHT 
IMPLEMENTATION PLAN (S //REL TO USA, FVEY)/USCYBERCOM/13JUN13/-// 

REF/G/MTG/CYBER COMPONENTS COMMANDER CONFERENCE (TS//REL 
TO USA, FVEY)/USCYBERCOM/220CT13/-// 

REF/H/TASKORD/(U//~) ESTABLISHMENT AND PRESENTATION OF CYBER 
MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2014 (S//REL TO USA, 
FVEY)/USCYBERCOM/110044ZOCT13/13-0747// 

REF/I/DOC/(U//~) JFHQ-C CERTIFICATION SLIDE PRESENTATION/ 
USCYBERCOM/(TS//REL TO USA, FVEY)/USCYBERCOM/030CT2013/-// 

REF/J/FRAGORD/(U//~) FRAGORD 05 TO TASKORD 13-0747 ESTABLISHMENT 
AND PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR 
(FY) 2014/(S//REL TO USA, FVEY)/USCYBERCOM/250033ZJUN14/13-0747// 

REF/K/FRAGORD/(U//~) FRAGORD 04 TO TASKORD 13-0747 ESTABLISHMENT 
AND PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR 
(FY) 2014/(S//REL TO USA, FVEY)/USCYBERCOM/050103ZJUN14/13-0747// 

REF/L/FRAGORD/(U//~) FRAGORD 02 TO TASKORD 13-0747 ESTABLISHMENT 
AND PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR 
(FY) 2014/(S//REL TO USA , FVEY)/USCYBERCOM/291429ZJAN14/13-0747// 

REF/M/FRAGORD/(U//~) FRAGORD 01 TO TASKORD 13-0747 ESTABLISHMENT 
AND PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR 
(FY) 2014/(S//REL TO USA , FVEY)/USCYBERCOM/311009ZOCT13/13-0747// 

REF/N/FRAGORD/(U//~) ESTABLISHMENT AND PRESENTATION OF CYBER 
MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2014/(S//REL TO USA , 
FVEY)/USCYBERCOM/110044ZOCT13/13-0747// 

REF/0/DOC/(U//~) USSTRATCOM READINESS REPORTING AND ASSESSMENTS 
(UNCLASSIFIED)/USSTRATCOM/19 MARCH 2012/-// 

REF/P/EXORD/(U//~) MOD 1 TO CJCS EXECUTE ORDER TO IMPLEMENT 
CYBERSPACE OPERATIONS COMMAND AND CONTROL (C2) FRAMEWORK (S//REL TO 
USA, FVEY)/CJCS/212105ZJUN13/-// 

REF/Q/DOC/(U//~) CMF TEAM FULL OPERATIONAL CAPABILITY (FOC) 
APPROVAL AND CERTIFICATION PROCESS DECLARATION SOP 
(U//FOUO)/USCYBERCOM/30JANUARY15/-// 

REF/R/TASKORD/(U//~) USCYBERCOM OPERATIONAL PROCESSES 
(U//FOUO)/USCYBERCOM/131033ZMAR14/14-0061// 

ORDTYPE/FRAGORD/USCYBERCOM// 

TIMEZONE/Z// 

NARR/(U//~) THIS ORDER REFINES GUIDANCE TO SERVICE COMPONENTS IN 
THE BUILDING OF CMF TEAMS. ADDITIONALLY, IT CLARIFIES SERVICE CYBER 
COMPONENT AND OPERATIONAL COMMANDER (CDR) ROLES IN THE INITIAL 
OPERATING CAPABILITY (IOC) AND FULL OPERATION CAPABILITY (FOC) 
DECLARATION PROCESSES. THIS ORDER ALSO ENUMERATES IOC AND FOC 
APPROVAL AUTHORITIES, SUPPORTING STAFFING PROCESSES AND READINESS 
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REPORTING REQUIREMENTS .// 

GENTEXT/SITUATION/ 1. 

l.A. (U) NO CHANGE. 

SECRET//REL TO us,e., f';f[Y 

1.8. (U) ADVERSARY FORCES. NO CHANGE. 

l.C. (U) FRIENDLY FORCES . NO CHANGE. 

l.C . l. (U) NO CHANGE. 

l.C .2 . (U) NO CHANGE. 

l.C.3. (U) NO CHANGE . // 

GENTEXT/MISSION/2. 

2 .A. (U) NO CHANGE.// 

GENTEXT/EXECUTION/3. 

3.A. (U) CONCEPT OF OPERATIONS. 

3.A.l. (U) COMMANDER'S INTENT. 

3.A.l.A . (U) PURPOSE . NO CHANGE. 

3.A.1.8. (U) METHOD . NO CHANGE. 

3.A.l.C. (U) END STATE . NO CHANGE. 

3.A.2. (U) KEY TASKS . 

3.A.2.A. (U) NO CHANGE. 

3.A.2.A.l. (U) NO CHANGE . 

3.A.2.A.2. (U) NO CHANGE. 

3.A.2.A.3. (U) DELETE . 

3.A.2.8. (U) NO CHANGE. 

3.A . 2.C. (U) NO CHANGE. 

3. 8 . (U) TASKS. 

3.8.1. (U) USCY8ERCOM . 

3.8.l.A. (U) NO CHANGE. 

3.8.l.8. (U) NO CHANGE. 

3. 8 . 1 . C. (U) DELETE. 

3. 8. 1 . D. (U) DELETE. 
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3.B.l.E . (U) DELETE. 

3.B.l.F. (U) DELETE. 

3.B.2. (U) ALL SERVICE COMPONENTS. 

3.B . 2.A. (U) NO CHANGE. 

3.B.2.B. (U) NO CHANGE. 

3.B.2.C. (U) NO CHANGE. 

3.B.2.D. (U) NO CHANGE. 

3.B.2.E. (U) NO CHANGE. 

3.B.2.F. (U) CHANGE. Provide updates to team mission alignmen t, build 
status, and readiness assessment data (perso nnel, traini ng , 
facilities , equipment and CYBERCOM directed CMF team mission 
essential tasks) to USCYBERCOM by close of business each Wednesday. 
Report on the USCYBERCOM Cyber Mission Force SIPRNET Intelink 
SharePoint portal (AKA: BATTLE ROSTER): 
(https://intelshare.intelink.sgov.gov/sites/uscybercom/nmf/nmf/ 
cmf/sitepages/home.aspx). 

3.B.2 .F.l. (U) ADD. USCYBERCOM expanded battle roster readiness 
reporting requirements to support additional C2 and higher 
headquarters CMF readiness requirements. Battle roster reporting is 
required for all current FY and prior FY CMF teams. Battle roster 
entries will be made by team leads a nd validated by the next higher 
headquarters in the operational chain of command . Service components 
are respo nsible for completing battle roster entries for CMF teams 
without an assigned team lead. 

3 . B.2.F.2. (U) ADD. PERSONNEL . Team leads or Service component POCs 
will continue to report the name, rank and source of each person 
assigned to the team. 

3.B.2.F.3. (U) ADD . EQUIPMENT AND SUPPLIES ON HAND. Team leads or 
Service component POCs report whether each team member on hand has 
been assigned equipment necessary to conduct assigned work role. 
Unit custodian will report on equipment assigned for team mission 
requirements, where individual assignment is not applicable . 

3.B.2.F.4. (U) ADD. EQUIPMENT CONDITION. Team leads or Service 
component POCs report whether the equipment assigned to each team 
member on hand is adequate to conduct assigned work role. Unit 
custodian will report on equipment adequacy where indi vidual 
assignment is not applicable. 

3.B.2 . F.5. (U) ADD. TRAINING. Team leads or Service component POCs 
will continue to report whether personnel on h and are fully trained 
or in training. 

3.B.2 . F.6. (U//FeYe) ADD. CAPACITY AND CAPABILITY. If team FOC 
requirements are no l onger met (e.g. due to personnel rotation or new 
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equipment requirements), parent unit will report the change in status 
in the current reporting week. Services will report projected team 
degrades from FOC to less than FOC status upon projection. Attainment 
of FOC is a milestone. If a team drops below FOC criteria standards, 
notification to USCC is informational only and does not alter 
previously approved FOC designation. 

3.B.2.G. (U//~) CHANGE. Identify individual training requirements 
for team members and prospective team members to USCYBERCOM J7. After 
training requirements have been identified and validated at the 
quarterly USCYBERCOM J7 CMF t r aining summits, they may be submitted 
as follows: for National Cryptologic School (NCS) courses, submit 
training requirements via the NSA/CSS ADET PORTAL. For non-NCS 
courses, submit training requirements via email to: 
CMF_NON_NCS@NSA.IC . GOV. Training plans and standards are provided in 
ref B (as revised). 

3.8.2.H. (U) NO CHANGE. 

3 . B . 2.I. (U) NO CHANGE. 

3. B. 2 . I. 1. (U) NO CHANGE. 

3.8.2.J. (U) NO CHANGE. 

3.B.2.K. (U) NO CHANGE. 

3.B.2.K.1. (U//~) CHANGE. CMF TEAM roe DECLARATION PROCESS. 
Establishing service component CDR certifies their CMF team has 
achieved all roe criteria, and then initiates the IOC declaration 
process. Service component CDR coordinates with the gaining 
Operational CDR to accept OPCON transfer. Upon acceptance of OPCON, 
Service component CDR declares team IOC. 

3.8.2.K.1.A. (U//~) ADD. roe WAIVERS. The gaining Operational CDR 
has the authority to designate approval authority for IOC waivers in 
order to gain OPCON of the team for operational advantage and mission 
requirement. An operational or functional justification is required 
for waiver approval. Upon accepting OPCON of the pre-IOC team, the 
Operational CDR will continue coordination with Service Component CDR 
to ensure team achieves IOC criteria and is declared IOC . The 
Operational CDR assumes the responsibility for ensuring the team 
achieves FOC. The IOC Waiver is not intended to change the projected 
IOC dates and the teams? expected IOC dates shall be included in the 
waiver memo. 

3.B.2.K.1.8. (U//E=eYe) ADD. CMF TEAM FOC DECLARATION PROCESS IAW REF 
M. Operational CDR, in coordination with the establishing Service 
component commander, verifies their CMF team (NMT, NST, CMT, CST, 
N- CPT, C-CPT, and D- CPT) has achieved all FOC criteria, and then 
routes the FOC request to DCDR USCYBERCOM . For service CPTs, the 
Service cyber component CDR routes the FOC request to DCDR 
USCYBERCOM . DCDR USCYBERCOM declares all CMF teams FOC IAW ref M. 

3.8.2.K.2. (U//~) CHANGE. REPORTING OF FORCES. Service components 
maintain reporting responsibility over teams tasked via ref D and ref 
H until they are transferred to the gaining operational CDR. 
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3.B.2.L. (U//Feae) CHANGE. JFHQ-C FOC is achieved when the following 
criteria is met. FOC will be achieved NLT 30 JUNE 2015. 

3.B.2.L.l. (U) NO CHANGE. 

3.B.2.L.2. (U) NO CHANGE. 

3.8.3. (U) ARMY CY8ER COMMAND (ARCY8ER). 

3.8.3.A. (U) NO CHANGE. 

3.8.3.A.l. (U) NO CHANGE. 

3.8.3.A.2. (U) NO CHANGE. 

3.8.3.8. (U) NO CHANGE. 

3.8.3.8.1. (U) NO CHANGE. 

3.8.3.8.2. (U) NO CHANGE. 

3.B.3.8.3. (U) NO CHANGE. 

3.8.3.B.4. (U) NO CHANGE. 

3.8.3.8.5. (U) NO CHANGE. 

3.8.3.8.6. (U) NO CHANGE. 

3.8.4. (U) FLEET CY8ER COMMAND (FLTCY8ER). 

3.8.4.A. (U) NO CHANGE . 

3.8.4.8. (U) NO CHANGE. 

3.8.4.8.1. (U) NO CHANGE. 

3.8.4.8.2. (U) NO CHANGE. 

3.8.4.C. (U) NO CHANGE. 

3.8.4.C.l. (U) NO CHANGE. 

3.8.4.C.2. (U) NO CHANGE. 

3.8.4.C.3. (U) NO CHANGE. 

3.8.5. (U) AIR FORCES CY8ER COMMAND (AFCY8ER). 

3.8.5.A. (U) NO CHANGE. 

3.8.5.A.l. (U) NO CHANGE. 

3.8.5.A.2. (U) NO CHANGE. 

3.8.5.B. (U) NO CHANGE. 
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3.B.5.8.1. (U) NO CHANGE. 

3.B.5.B . 2. (U) NO CHANGE. 

3.B.5 . B.3 . (U) NO CHANGE. 

3.8.5.C. (U) NO CHANGE. 

3.B . 5.C.l. (U) NO CHANGE. 

3 . B.5.C.2. (U) NO CHANGE. 

3.8.5.C . 3 . (U) NO CHANGE. 

3 . B . 5 . C . 4. (U) NO CHANGE . 

3.8.5. C.5. (U) NO CHANGE. 

3.B . 6. (U) MARINE FORCES CYBER COMMAND (MARFORCYBER) . 

3 . 8.6.A. (U) NO CHANGE . 

3.B.6.A.l. (U) NO CHANGE. 

3.8.6.A.2. (U) NO CHANGE. 

3.B.6.A . 3 . (U) NO CHANGE . 

3.B.6.B. (U) NO CHANGE. 

3 .B.6.B.l . (U) NO CHANGE. 

3 . 8.6.B . 2 . (U) NO CHANGE . 

3.8.7. (U) NATIONAL SECURITY AGENCY (NSA). 

3 . B . 7 . A. (U) NO CHANGE. 

3 . B.7.B. (U) NO CHANGE. 

3.B.7.C . (U) NO CHANGE. 

3 . B.8 . (U) DEFENSE INFORMATION SYSTEMS AGENCY (DISA) . 

3.B.8.A. (U) DELETE. 

3 .B . 8 .B. (U) DELETE . 

3.B.8.C. (U) DELETE. 

3.B.8 . D. (U) DELETE. 

3 . B.8.E. (U) DELETE. 

3.B . 8.F. (U) DELETE. 
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3.8.8.G. (U) DELETE. 

3.C. (U) COORDINATING INSTRUCTIONS. 

3.C.l. (U//FG{ffi) CHANGE. DIRLAUTH for service components, CNMF HQ, 
JFHQ- C and JFHQ-DODIN with supported commands to coordinate the 
location and positioning of CPTS for planning purposes. 

3.C.2. (U//FG{ffi) CHANGE. DIRLAUTH for service components, CNMF HQ, 
JFHQ-C and JFHQ- DODIN with NSA/CSS ADET for coordination of 
NSA-provided training. Keep USCYBERCOM J7 informed !AW 3.8.2.G. 

3.C.3. (U//FG{ffi) CHANGE. All responses and change requests, including 
inability to reach IOC, should be in memo message format with 
supporting documentation attached as required . Send to 
USCC CMF READINESS@NSA.IC.GOV. 

3.C.4. (U) NO CHANGE. 

3.C.5 . (U) NO CHANGE. 

3 . C.6. (U) NO CHANGE. 

3.C.7. (U) NO CHANGE. 

3.C.8. (U) NO CHANGE. 

3.C.9. (U) ADD . JFHQ-C, CNMF-HQ and JFHQ- DODIN coordinate with 
CYBERCOM service components via the weekly CMF 0-6 synchronization 
meetings and supporting working groups to develop , refine and report 
readiness metrics, standards and performance measures IAW 
3.8.2 . F.// 

GENTEXT/ADMIN AND LOGISTICS/4. 

4.A . (U//FG{ffi) CHANGE. USCYBERCOM J4 is the single point of 
coordination for CMF facilities based on the NSA cryptologic 
infrastructure. Team leads !CW associated headquar t ers (CNMF HQ, 
JFHQ- Cs, DISA/JFHQ- DODIN) are responsible to notify J4 of space and 
NSA co-location requirements. J4 will aggregate initial space; NSA 
co-location requirements based on rosters , and provi de team 
requirements to NSA for space requests. 

4.A . l. (U//FG{ffi) CHANGE. After initial requirements are provided to 
NSA by J4; USCYBERCOM J4 will submit the consolidated space 
requirements throughout the cryptologic centers through a NSA staff 
processing form (SPF) to affected NSA mission areas. The request will 
include detailed breakdowns of expected CMF , including any specific 
space requirements to include how many personnel are required to 
co-locate with each NSA mission area. 

4.A.2. (U) NO CHANGE. 

4.A . 3. (U) NO CHANGE . 

4.8 . (U//~) CHANGE. IOC AND FOC REQUIREMENTS. Service CDRS and 
operational CDRS coordinate to build and employ CMF teams. Upon build 
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milestone achievement, service component CDRs or Operational CDRs 
initiate the applicable declaration process IAW ref Mand 3.B.2.K.l 
of this order. 

4.B.l. (U//FGYG) CHANGE. Service components retain all service-unique 
organizational, training, equipment and sustainment responsibilities 
for all CMF teams, regardless of OPCON relationship. 

4 .B. l .A. (S//REL 'FO USA, p,q;.,f) CHANGE. A minimum of 

1 Sec. 1.4 a must be fully trained IAW 
ref B Annex C and the following (first number indicates required 
number on team <<slash>>/ second number indicates required number 
fully trained). The position titles below have been updated to 
reflect those defined in the Joint Cyber Training and Certification 
Standards (JCT&CS) and supersede guidance provided in ref J, 
4.B.l.A.3 (CPT roe core work roles). 

4.B.l.A.l. (U) NO CHANGE. 

4.B.l.A.2. (U) NO CHANGE. 

4 .B. l .A. 3. (S//REL '£0 USA, FVE-¥-) CHANGE. CPT IOC Core Position 
Titles: 

(b)(1) Sec. 1.4(a) 

4.B.l.A.4. (U) NO CHANGE. 

4.B.l.A.5. (U) NO CHANGE. 

4.B.l.B. (U//FGYG) TEAM MISSIONS IDENTIFIED. 

4.B.l.B.l. (U//FGYG) ADD. Team leader is in receipt of mission. 

4.B.l.C. (U//FGYG) CHANGE. All Available personnel have been placed 
in work-roles as specified in para 4.B.l.A. and mission alignment 
process is complete ICW USCYBERCOM J3F. 
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4.B.l.D. (U) NO CHANGE. 

4.B.l.E. (U//~) CHANGE. NST or CST is identified and aligned or 
identified for build (not applicable to CPT). 

4.B.l.F. (U) NO CHANGE. 

4 .B.2. (U//~) CHANGE. FOC. CMF teams will be declared FOC by DCDR 
USCYBERCOM , IAW ref M, based on the DOTMLPFP model , using the 
following criteria: 

4.B.2.A. (U) NO CHANGE. 

4.B.2.B. (U) NO CHANGE. 

4. B.2 . C . (U) NO CHANGE. 

4.B . 2.D. (U) NO CHANGE. 

4.B.2.E . (U) NO CHANGE. 

4.B.2.F. (U) NO CHANGE. 

4.B . 2.G. (U) NO CHANGE. 

4.B.3. (U) POLICY. 

4 . B.3.A. (U) NO CHANGE. 

4.B.3.B. (U) NO CHANGE. 

4 . C. (U) DELETE.// 

GENTEXT/COMMAND AND CONTROL/5. 

5 .A . (U) NO CHANGE . 

5.B. (U) NO CHANGE. 

5.C. (U) POINTS OF CONTACT (POC): 

5. C . 1. (U) PRIMARY POC: ! (b)(3) 130b !, CYBERCOM Readi ness and 
Assessments Branch, J338 
NSTS: 966-6589/6591 
COMM: ! (b)(3) 130b ! 
SIPR: USCC_CMF_READINESS@NSA.SMIL.MIL 
JWICS: USCC_CMF_READINESS@NSA.IC.GOV 

5. C. 2. (U) CHANGE. SECONDARY POC: ! (b)(3) 130b 
Lessons Learned Division, J74 
NSTS: 969 - 4183 
COMM: ! (b )(3) 130b 
SIPR: USCC CMF READINESS@NSA.SMIL.MIL 
JWICS: USCC_CMF_READINESS@NSA.IC.GOV 

I, CYBERCOM 

5 . C.3. (U) All DoD components will acknowledge receipt and 
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understanding of this FRAGORD within 24 hours at the following 
website: (https://intelshare.intelink.sgov.gov/sites/uscybercom/joc/ 

orders/lists/orders%20acknowledgement/allitems.aspx) .// 

5.C.4. (U)After Hours POC: USCYBERCOM JOC JDO 
NSTS: 969-1645 
COMM: I (b)(3) 130b 
NIPR : jocops@CYBERCOM.MIL 
SIPR: jocops@CYBERCOM.SMIL.MIL. 

5.C.5. (U//~) Request for information regarding execution of this 
order , amplifying guidance , and/or additional details are to be 
submitted at this link: 
(https://intelshare . intelink.sgov.gov/sites/uscybercom/pages/ 
rfi.aspx). 

GENTEXT/AUTHENTICATION/FOR THE COMMANDER, b 3 130b 

AKNLDG/YES// 
BT 
#6072 
NNNN 

b 3 130b . I I 
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